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Abstract: Over the last couple of decades the world has witnessed gradual, yet steady evolution 

of mobile wireless communications towards second, third and fourth generation wireless 

networks. Introduction of digital modulations, effective frequency reuse, penetration of packet-

based Internet and rapid advancement in physical layer technologies. Currently all IP based 4G 

Long Term Evolution (LTE/4G) networks have become a part of everyday life. As a result, a set 

of new, user-oriented mobile multimedia applications, like mobile video conferencing, 

streaming video, e-healthcare and online gaming are coming up. These new applications are not 

only satisfying users’ requirements, but also opening up new business horizons for wireless 

operators to increase their revenue. Fifth generation mobile communications (5G) are expected 

to accommodate rapidly increasing mobile traffic aiming at the realization of a “Hyper 

Connected World” in which all people and surrounding things are connected and information is 

exchanged between them, and to play the role of a basis of the Internet of everything. The 5G 

wireless network is expected to become a “Heterogeneous Network” where new wireless access 

technologies incompatible with 4G and the wireless access technologies for unlicensed band are 

incorporated with the enhanced technology of 4G (e.g. IMT-advanced). This paper introduces 

the vision and emerging technology trends of 5G, shows key directions of the research 

challenges and development of 5G in the future.

Keywords: Heterogeneous Network (HetNets), Fifth Generation Mobile Communications (5G), 

Long Term Evolution (LTE/4G), massive Machine-Type Communications (mMTC), Internet of 

Things (IoT)
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1.   Introduction

The mobile phone has evolved rapidly over the past decade from a monochrome device with 

a minuscule screen and little processing power to one with high resolution, palm sized screen 

and processing power rivalling a laptop. This transformation, coupled with an expanding cache 

of bandwidth hungry applications have triggered demands for higher data rates. Mobile data 

traffic has been forecasted to grow more than 24-fold between 2010 and 2015, and more than 

500-fold between 2010 and 2020 [1]. This has in turn propelled the uptake of 4G contracts and 

driven operators worldwide to deploy 4G networks. As the dust around 4G begins to settle, 

attention is now slowly turning towards future 5G technologies. 

While there is no industry consensus on what 5G will ultimately be, apart from the usual 

higher data rate and energy efficiency, there are some emerging signs of things to come. For 

example, in the new IEEE 802.11 High Efficiency Wireless (HEW) study group, there is a 

pronounced increase in the presence of cellular operators, something not previously seen. This 

indicates growing interests to amalgamate different technologies to support future connectivity 

and data rates. Therefore, we believe that 5G will consist of multiple interconnected 

communication standards, ranging from wireless metropolitan area networks down to wireless 

personal networks, providing the required throughput and connectivity.

To cope with the high traffic volume demands spurred by the proliferation and penetration 

of 4G services, significant improvements to wireless access techniques have been made. Notable 

examples are massive multiple-input multiple-output (MIMO), coordinated multipoint (CoMP) 

transmission and reception, and D2D (device-to-device) incorporated in 3G and 4G 

specifications. Furthermore, to boost network coverage and capacity, mobile operators have also 

been increasingly deploying heterogeneous networks (HetNets), consisting of micro-, pico-, and 

small/femtocells. However, despite these advances in core wireless technologies, Third 

Generation Partnership Project (3GPP) mobile networks are still challenged to handle the ever 

increasing mobile traffic, particularly due to the use of specific-purpose networking equipment 

that can neither dynamically scale with mobile traffic nor easily be upgraded with new 

functions.[2]

Researchers have been designing new architectures for elastically composing and operating 

a virtual end-to-end network platform on demand on top of fragmented physical infrastructures 

provided by federated clouds. Software-defined networking (SDN) techniques have been seen 

as promising enablers for this vision of carrier cloud, which will likely play a crucial role in the 

design of 5G wireless networks. [2]
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 1.1    Defining 5G

5G is the term used to describe the next (and fifth) generation of wireless networks, beyond 

current 4G LTE networks. Although a final standard for 5G is yet to be formally designed, [3] 

5G networks are expected to build on, and smoothly integrate with, the legacy of previous 

generations of wireless network. In the first instance, 5G represents an evolution of existing 

radio access technologies. From 2G to 4G, each radio access technology generation over the last 

25 years has focused on improving the speed and efficiency of wireless networks to enhance 

mobile services. Evolution of cell data rates under different radio access technologies. 

Source: DotEcon and Axon

 2G Voice 64 Kbps

 3G Voice and Data 2 Mbps

 4G Data 1 Gbps

 5G Data and more… Up to 20 Gbps

Each transition has been driven by the greater capabilities of each generation over its 

predecessor. 3G enabled mobile internet and data connectivity at a much more advanced level 

than 2G. [4] 4G was able to serve the massive increase in mobile data traffic, something 3G was 

not capable of. 

With more people using mobile broadband as services and applications expand, more 

devices of various types connecting to mobile networks and continued growth in data, further 

enhancements will eventually be required. Operators are looking ahead to identify ways their 

networks can be readied to meet future capacity and performance requirements.

The deployment of 5G networks is seen as important in fulfilling expected mobile data 

traffic growth. However, 5G differs from previous generations in important ways. Improvements 

to existing mobile broadband services to provide enhanced mobile broadband (eMBB) is just 

one use-case for 5G. In the longer run, 5G is expected provide tailored connectivity to meet the 

particular demands of different user groups, including particular industries (so-called 

‘verticals’). Verticals may need data connectivity both to use internally for their own operations 

and to embed within the products and services they supply to their end customers.

5G will create opportunities for network operators to tap new sources of revenue by 

developing infrastructure that can deliver a range of innovative services for enterprises, 

including IoT (Internet of Things) applications and deep integration of connectivity (e.g. 

transport telematics). For the first time, mobile networks will be designed to address the varying 
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needs of different industries and the rise of connected devices (so-called massive machine-type 

communications – mMTC). 

As more devices and objects need to be securely, automatically and remotely connected and 

monitored –allowing systems, machines and infrastructures to run with end-to-end machine-to-

machine communication – a large number of sectors may become increasingly reliant on 

wireless network solutions. 5G is projected to co-exist with the 4G networks, but to deliver 

improved connectivity through high speed, reliable and secure communications to 

approximately one-third of the global population by 2025. [5]

5G is able to bring enhanced capabilities including lower latency, high resource efficiency, 

decreased energy consumption, and enhanced security. This can drive access to a broad range 

of applications and services, as well as opening opportunities for new business models within 

the telecommunications sector and key verticals.

The software and IT industry in Europe stands to evolve because the 5G network services 

will rely on software and virtualisation, creating an expanded ecosystem. This may create 

options to develop new partnerships and synergies across industries. 5G will allow for a shift 

from networks designed and built from the outset for specific performance characteristics to 

agile networks that can be programmatically assembled and configured for specific use cases. 

In effect, a common network infrastructure can carry multiple ‘virtual’ networks with differing 

performance characteristics aimed at different types of users, with this being readily 

reconfigurable without needing further physical investment.

The current 4G/LTE networks cannot provide instantaneous cloud services, tactile Internet, 

enhanced vehicle-to-everything (eV2X), Internet of things (IoT) and communication with 

drones and robots while guaranteeing quality of experience to mobile users. Furthermore, LTE 

networks can provide high-quality video experience to only a limited number of mobile users 

simultaneously. In spite of such advanced 4G wireless network technologies, it is hard to provide 

mobile services that require high speed, rapid response, high reliability and energy efficiency. 

Hence, these features have become essential requirements for future services in the 5G era.

By introducing new contents, such as 360-degree videos and holograms, and new service 

concepts, such as smart transportation and machine-type communications, future 5G services 

can be developed in several directions such as unlimited data transmission, a massive number of 

active connections and new types of mobile devices, especially sensors, powered by sustainable 

energy sources. The scope of 5G services is not limited to personal communications, but extends 

to the areas of societies including mobile phones, wearable devices, sensors, actuators, vehicles, 
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robots, and so on. Therefore, 5G networks can be regarded as the key infrastructure that 

innovates societies, as well as ICT industries. 

Research on 5G services and their technical requirements has been performed by the 

International Telecommunication Union-Radio communication Sector (ITU-R), the 3rd 

Generation Partnership Project (3GPP) and the Next Generation Mobile Networks (NGMN) 

Alliance. In the ITU-R Working Party (WP) 5D, 5G is defined by the name of International 

Mobile Telecommunications-2020 (IMT-2020), and various 5G services are presented in a 

vision document [6]. The proposed usage scenarios are grouped into three categories: enhanced 

mobile broadband (eMBB), massive machine-type communications (mMTC) and ultra-reliable 

and low-latency communications (URLLC). Peak data rate, area traffic capacity, network energy 

efficiency, connection density, latency, mobility, spectrum efficiency and user-experienced data 

rate are selected as key performance indicators (KPIs), which can be regarded as technical 

requirements. As a result of this analysis, 5G services are categorized according to the following 

five features: immersiveness, intelligence, omnipresence, autonomy and publicness. Each 

category includes typical 5G services as follows. 

 Immersive 5G services: Virtual Reality/Augmented Reality (VR/AR), massive 

contents streaming

 Intelligent 5G services: User-centric computing, crowded area services

 Omnipresent 5G services: Internet of things

 Autonomous 5G services: smart transportation, drones, robots

 Public 5G services: disaster monitoring, private security/public safety, emergency 

services

 1.2    Analysis on the Megatrend of Mobile Services 

In this section, various changes to our daily life that are brought by 5G services are described 

by investigating five megatrends of mobile services as follows: 

 Explosion of mobile data traffic 

 Rapid increase in connected devices 

 Everything on the cloud 

 Hyper-realistic media for convergence services 

 Knowledge as a service enabled by big data analysis 

As mobile multimedia contents streaming and social networks have become more popular, 

the demand for mobile traffic has continuously increased. In addition to this, new types of 
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multimedia services such as augmented reality, virtual reality and holograms, which all require 

huge traffic volumes, have emerged. According to [7], the amount of mobile data traffic in 2020 

(30.6 exabytes per month, 1 EB = 1,000,000 TB) will be 8.3-times higher than in 2015 (3.7 

exabytes per month).

In addition to mobile traffic volume, the number of mobile devices has increased 

exponentially by introducing new types of devices such as wearable devices, sensors, vehicles, 

drones and robots. In particular, this trend has accelerated because many machines with sensors 

and/or actuators are connected to communication networks for IoT services [8]. Globally, it is 

expected that the market of mobile handsets and other IoT devices, which are connected to the 

Internet, may increase from USD7.9 billion in 2015 to USD11.6 billion in 2020 [7,9]. The 

increase of active connections requires another direction of network evolution. 

To access mobile networks with high computing power through simple portable devices, 

mobile cloud computing has emerged as one of the most essential technologies [10]. It is 

expected that the portion of mobile cloud traffic with respect to total mobile traffic will increase 

from 35% in 2013 to 70% by 2020 [11]. Furthermore, most mobile services in the 5G era are 

expected to be integrated with the mobile cloud computing system. 

Unlike current 2D multimedia, hyper-realistic media services like AR, VR and multi-point 

view are enabled by the development of mobile networks and media technologies. Interactive 

services based on 3D holograms are also expected to become more popular. These hyper-

realistic media services are tightly coupled with other sectors of the industry such as robots, 

drones, vehicles, health-care, personal assistance and security [12]. It is expected that big data 

analytics will create new opportunities in various areas because the value of data can be extracted 

through data gathering, processing, predictive analysis, inference, etc. The potential of big data 

analysis, especially in the area of knowledge services and artificial intelligence, is maximized 

by employing cloud computing technology, e.g., machine learning, deep learning, inference and 

recognition of IBM Watson [13][14].

2.   Heterogeneous Networks

2.1    Small Cells

As the demand for higher data rates increases, one of the solutions available to operators is 

to reduce the size of the cell. By reducing the size of the cell, area spectral efficiency is increased 

through higher frequency reuse, while transmit power can be reduced such that the power lost 

through propagation will be lower. Additionally, coverage can be improved by deploying small 

cells indoors where reception may not be good and offloading traffic from macro cells when 
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required. This solution has only been made possible in recent years with the advancement in 

hardware miniaturization and the corresponding reduction in cost. Additionally, changes to the 

functional architecture of the access network allowed data and control signals to tunnel through 

the Internet, enabling small cells to be deployed anywhere with Internet connectivity. Small cells 

can have different flavors, with low powered femtocells typically used in residential and 

enterprise deployments, and the higher powered picocells used for wider outdoor coverage or 

filling in macro cell coverage holes. The concurrent operation of different classes of base 

stations, macro-, pico-, and femto- base stations, is known as heterogeneous networks (or 

HetNets). This is used to provide a flexible coverage area and improve spectral efficiency. 

Overlaying different classes of base stations can also potentially provide a solution for the 

growing data traffic, especially when the transport of data is optimized to take advantage of the 

characteristics of heterogeneous networks. 3GPP has identified various scenarios and 

requirements for the enhancement of small cells in [16].

2.2    New Carrier Type

One of the key concepts underpinning the operation of enhanced small cells is the separation 

of the control plane and the user plane. The control plane provides the connectivity and mobility 

while the user plane provides the data transport. In such a scenario, the user equipment (UE) will 

maintain connection with two different base stations, a macro and a small cell, simultaneously. 

The macro cell will maintain connectivity and mobility (control plane) using lower frequency 

bands, while the small cell provides high throughput data transport using higher frequency bands 

[15]. An alternative version is the splitting of uplink and downlink across different classes of 

base stations.

The motivation behind this is that in the current 3GPP standard, cell specific reference 

signals are always transmitted regardless of whether there are data to transmit or not, and 

transmitters cannot be switched off even when there is no data to transmit. However, with the 

definition of a new carrier type [17], where cell specific control signals, such as reference and 

synchronization signals, are removed, this is no longer the case. The macro cells will now 

provide the reference signals and information blocks, while the small cells, using the new carrier, 

can deliver data at higher spectrum efficiency, throughput, and energy savings. Additionally, 

they can now be switched off when there is no data to transmit. This can also provide additional 

benefits such as lower interference [18]. Such a scheme is expected to improve cell edge user 

throughput by up to 70 percent and reduce macro node energy consumption by 20 percent at low 

loads [18].
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2.3    Multiple Radio Access Technologies

Although the 3GPP define heterogeneous networks as the concurrent operation of different 

classes of base stations, we believe that heterogeneous networks in 5G will be a mixture of 

different radio access technologies as well. This will include future Wireless Local Area 

Network (WLAN) technologies which can offer seamless handovers to and from the cellular 

infrastructure, and device to device communications. This will lighten the burden on cellular 

networks and shift load away from the treasured licensed bands. At the same time, it can also 

concurrently provide higher throughput to users. This can already be implemented in part using 

the 3GPP Access Network Discovery and Selection Function (ANDSF) [19]. However, in 

situations where there is a high concentration of user terminals, offloading of data to WLANs 

may result in poor throughput, as WLANs are not well equipped to handle a large number of 

users. This problem is recognized by the IEEE 802.11 Working Group, which has initiated a 

study group on High Efficiency WLANs (HEW) to tackle situations where there is a high density 

of access points and/or a high density of user terminals.

2.4    Device to Device Communications

Another approach to solving the highly dense network problem will be through Device to 

Device (D2D) communications, where each terminal is able to communicate directly with other 

terminals in order to either share their radio access connection, or to exchange information. 

Coupled with power control, D2D communications can reduce interference, especially in non-

licensed frequency bands. In 4G cellular communications, there are no provisions made for 

devices to communicate directly with nearby devices. All communications will have to be routed 

through the base station, and the gateway. This is extremely inefficient, especially when the 

devices are close by. 

In scenarios such as machine to machine (M2M) communications, where the number of 

devices involved can potentially be very large, it would be more sensible if devices can 

communicate directly with each other when necessary. In unlicensed spectrum, devices can 

already communicate with each other outside of the cellular standard using technologies such as 

Bluetooth or Wireless LAN in ad hoc mode. However, these connections are susceptible to 

interference. On the other hand, using licensed spectrum will guarantee a certain level of quality 

of service if the connection is managed properly. These D2D communications will almost 

certainly require the base station to facilitate the connections to avoid intra-cell interference. The 

process to standardize this approach is already set in motion in 3GPP [20]
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2.5    Challenges of Heterogeneous Networks

2.5.1     Inter-cell Interference

One of the biggest problems for HetNets is inter-cell interference. This is especially 

problematic with unplanned deployment of small cells, where the operators have little or no 

control of the location of the small cell. Additionally, the concurrent operation of small cells and 

traditional macro cells will produce irregular shaped cell sizes, and hence inter-tier interference, 

which will require advanced power control and resource allocation to avoid inter-cell 

interference.

2.5.2     Distributed Interference Coordination

In deployment of access points where there are little or no coordination, such as between 

WLANs, distributed interference avoidance will be required. This will be increasingly crucial as 

more devices access unlicensed spectrum to complement their throughput.

2.5.3    Efficient Medium Access Control

This is particularly relevant for dense deployment of access points and user terminals where 

the medium access is distributed, such as that of WLANs. In such situations, the user throughput 

is low, latency is high, and hotspots will not be able to complement cellular technology to 

provide a high throughput. Existing medium access control will need to be redesigned for such 

an environment to optimize the channel usage.

2.5.4    Device Discovery and Link Setup

In non-network assisted device discovery in D2D communications, there could be issues 

when there is a large number of devices around. Additionally, setting up and maintain links with 

more than one party can prove to be difficult, especially when operating in the same frequency

3.   Software Defined Cellular Networks

In parallel with the development of software defined radio in wireless communications, 

Software Defined Networking (SDN) has gathered momentum in the networking industry in the 

past few years. The concept of SDN originates from Stanford University’s Open Flow system 

[24], which enables abstraction of low level networking functionality into virtual services. In 

this way, the network control plane can be decoupled from the network data plane, which 

significantly simplifies network management and facilitates the easy introduction of new 
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services or configuration changes into the network. Currently in both academia and industry, a 

clear definition of SDN is still lacking. Nevertheless, according to a standardization body of 

SDN, Open Networking Foundation (ONF), the SDN architecture has the following features 

[25]:

3.1    Directly programmable

The network control plane is logically centralized and decoupled from the data plane. 

Network intelligence resides in software-based SDN controllers that maintain a global view of 

the network.

3.2    Open:

SDN simplifies network design and operation via open standards-based and vendor-neutral 

APIs (northbound and southbound).

3.3    Agile:

Network operators can dynamically configure, manage, and optimize network resources and 

adjust traffic flows to meet changing needs quickly via dynamic and automated SDN programs.

Recently, there are also growing interests in both academia and industry to apply SDN to 

mobile networks. The main motivation behind this is that SDN may help cellular operators 

simplify their network management and enable new services to support the exponential traffic 

growth envisaged for 5G networks. The authors of [26] argue that with open APIs and 

virtualization, SDN can separate the network service from the underlying physical infrastructure, 

thereby moving towards a more open wireless ecosystem and facilitating fast innovation. Similar 

to the programmable switches in wired SDN networks, programmable base stations and packet 

gateways are envisioned in cellular SDN architectures with extensions such as network 

virtualization on subscriber attributes and flexible adaptation of air interfaces [27]. Therefore, 

we believe that wireless or cellular SDN could be a possibility in future wireless networks.

Future 5G applications may have diverse characteristics and quality of service (QoS) 

requirements. For instance, M2M traffic has very different latency, throughput, and priority 

features compared to Human to Human (H2H) traffic. The same can be said for real-time video 

traffic and usual web browsing data traffic. The flexibility offered by SDN can enable fine-

grained resource control (e.g. based on subscriber attributes) to enhance user Quality of 

Experience (QoE) while in the meantime maximizing network utilization [27].
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At the moment, the wireless industry has yet to reach a consensus on a unified view of future 

5G network architecture. Some favor a more distributed network architecture with self-

organizing capability, while others have advocated more centralized cloud-based access 

networks. The development of cellular SDN is somewhat orthogonal to this ongoing evolution 

as it provides an open, flexible, and programmable middleware solution that can be used in 

different network architectures. Two important issues are scalability (to support a large number 

of small cells and a huge number of devices) and robustness (to provide a reliable abstraction 

without negatively impacting the flexibility).

3.4    Challenges of Software Defined Networking

Wireless SDN is still at its infancy. There are a number of outstanding issues to be resolved 

before it can realize its full potential [28]. Firstly, further development is needed to apply SDN 

concepts at network infrastructure level, e.g. introducing SDN into carrier networks. For 

example, there is currently no consensus yet on how the programmable switch can be achieved 

in the best way (in terms of performance and flexibility trade-off). Secondly, global 

standardization is still on-going and a unified cellular programmable interface for implementing 

SDN infrastructures has yet to emerge. In particular, the standard development of a reliable 

Network Operation System (NetworkOS) that provides unified access to computing, storage and 

network resources is crucial for SDN implementation in a multi-vendor environment [28]. 

Finally, security in SDN is an open problem.

4.   Massive MIMO and 3D MIMO

Another technology which is being considered is the use of a large array of antenna 

elements, several orders more than the number in use today, to provide diversity and compensate 

for path loss [21]. Otherwise known as Massive Multiple-Input/Multiple-Output (MIMO), it also 

allows for high resolution beamforming and is especially useful at higher frequencies where 

antenna elements can be miniaturized.

4.1    Massive MIMO

Massive MIMO can purportedly increase the capacity by several orders and simultaneously 

improve the radiated energy-efficiency [22]. In addition, it provides large number of degrees of 

freedom, which can be exploited using beamforming if the channel state information is available. 

Another advantage of Massive MIMO is its energy efficiency, and each antenna element is 

expected to use extremely low power [22].



12

However, there are several research challenges which need to be solved before Massive 

MIMO can be incorporated into future wireless systems. Beamforming will require a large 

amount of channel state information, and this will be problematic especially for the downlink. 

Consequently, Massive MIMO may be impractical for FDD systems, but can be used in TDD 

systems due to the channel reciprocity. Alternatively, limited feedback can be used. 

Additionally, Massive MIMO suffers from pilot contamination from other cells if the transmit 

power is high, and will suffer from thermal noise otherwise [22]. 

4.2    3D MIMO

3D MIMO which allows for 3D beamforming. This is sometimes considered as a special 

type of large scale MIMO which is only concerned with using the antenna elements for 

beamforming. While normal beamforming methods form beams in two dimensions, 3D MIMO 

allows beam control in both horizontal and vertical directions.               This additional control 

allows for further sectorization within a cell. As with Massive MIMO, 3D MIMO requires new 

channel models. Currently, 3GPP has started a work item on modelling 3D channels [23]. 3D 

MIMO will also require additional modifications to the feedback mechanism.

4.3    Challenges of Massive/3D MIMO

4.3.1     Channel Estimation/Feedback

Currently, only time division duplexing scenarios are considered for massive MIMO due to 

the prohibitive cost of channel estimation and feedback. Even for time division duplexing to 

work, channel calibration for Massive MIMO can prove to be a feat. New methods of channel 

estimation and feedback schemes will need to be proposed for massive MIMO to achieve 

mainstream status.

4.3.2     Fast Processing Algorithms

To deal with the massive amount of data from the RF chains, extremely fast algorithms to 

process these data will be required.

4.3.3     Pilot Contamination

Massive MIMO suffers from pilot contamination from other cells. Work around for this will 

be required for Massive MIMO to deliver its promised performance.
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5.   Machine to Machine Communications

As the enabling technologies described above continue to develop apace, fueling the growth 

of service coverage and capacity, new use cases and applications are being identified, their 

emergence demanding yet more of our global networks. Many of these new business areas 

involve autonomous communication between devices, whether these devices are components in 

a smart energy network, intelligent home appliances or vehicles and infrastructure in an 

integrated transportation system. Indeed, we are already seeing examples of these “machine to 

machine” (M2M) devices: consider the latest generation of in-car satellite navigation (“sat-nav”) 

devices with their integral cellular modems, downloading traffic information updates invisibly 

in the background. These new applications have the potential to cause a step change in the size 

of the telecommunications market.

There are several challenges specific to M2M communications, not least of which are the 

autonomous operation and often restrictive power, size and complexity requirements. The 

typical M2M traffic is also quite distinctive: having spent the past decades optimizing our 

networks, from the highest level servers to the lowest level PHY channel codes, to support the 

characteristic traffic flows linked to speech, browsing and messaging. The distribution and 

nature of these M2M traffic flows do not sit readily within the current network architectures, so 

extensions and modifications are required.

The technology extensions developed and deployed to support these M2M applications have 

been appearing in a relatively ad hoc and piecemeal fashion, in specific standards bodies and/or 

organizations with particular technical or regional remits. Clearly, this vertical approach, while 

getting solutions out to market quickly, is not ideal in the long-term. There are areas of 

commonality in M2M solutions where consistent, standardized and open horizontal approaches 

will help develop the economies of scale and interoperability that will lead to a truly global M2M 

market.

It was to this end that the “oneM2M” Partnership Project (PP) was formed during 2012, to 

develop global, access-technology agnostic Service Layer specifications for M2M, in the same 

mold as 3GPP. This international body was formed by Standards Development Organisations 

(SDOs) from across the world: ETSI from Europe, ATIS and TIA from the USA, TTC and ARIB 

from Japan, CCSA from China and TTA from South Korea. Each of these SDOs already had 

interests in (and, in many cases, solutions for) different aspects of, and variations on, M2M 

systems: for example, the ETSI Technical Committee M2M had already produced an entire 

tranche (“Release 1”) of technical requirements and specifications. These existing standards 



14

range from architectural descriptions to interface definitions, such as service layer interactions 

with common cellular access systems such as those developed by 3GPP and 3GPP2.

The architecture is based around Common Service Functions (from Device Management to 

Session Management) residing within Common Service Entities (CSE), with interfaces between 

the CSE and the applications above and the underlying network services below clearly defined. 

The current feeling is that both service- and resource-orientated architectures on the key CSE 

interfaces should be supported.

The system is designed adopting the REST philosophy (a “RESTful” system). That is, the 

system is stateless, with uniquely addressable entities. Furthermore, the system must have well-

defined interfaces between client and server, and between layers, to allow independent 

development and evolution of components. This RESTful approach is a key enabling technology 

for not only the “Internet of Things” but also the longer-term “web of things”, which we believe 

will be an application within 5G systems.

Communication flows based around request/response interactions are also defined, and 

protocols for the different interfaces are being identified and scoped. The key, top-level 

documents have already been finalized and agreed, and are now under change control processes. 

Work continues within the different Working Groups to finalize and agree the remainder. The 

group is anticipated to deliver a first release in the middle of 2014.

5.1    Challenges of M2M

Specific challenges vary according to the exact M2M application, but there are two themes 

that recur in many, if not all, M2M applications:

5.1.1     Massive access:

Compared to conventional human to human traffic in cellular networks, a huge number of 

M2M devices in a cell can pose serious system challenges in terms of radio access network 

(RAN) congestion and overload. Currently a number of proposals have been proposed in 3GPP 

to address the RAN overload issue, e.g. back-off adjustment, access class barring, and M2M 

prioritization. However, each of these methods has its strengths and weaknesses and none of 

them is widely acknowledged as the best solution.

5.1.2     Security and privacy:

Security has been widely discussed in various standardization bodies. For instance, in ETSI 

M2M [29], M2M security focuses on several attributes of a user and their communications, 
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including authenticity, authority, integrity, and confidentiality. To enable wide deployment of 

M2M services and especially enhance consumer acceptance, M2M privacy is of paramount 

importance. Different M2M applications and sectors (e.g. e-health and smart metering) may have 

different privacy requirements which have to be taken into account right from the beginning of 

system design.

6.   Other Technologies

Apart from the above technologies and applications, the following technologies can also 

potentially impact 5G.

6.1    Millimeter Wave

An obvious way of increasing the throughput will be through bandwidth expansion. 

However, the available bandwidth below 6 GHz is limited, and re-farming analogue TV 

spectrum will not sufficiently meet the burgeoning demand. Already, there are efforts to look 

beyond 6 GHz and also at the millimetre wave frequencies to evaluate their feasibility for use in 

future networks. However, the characteristics of higher frequencies are not well studied, and 

measurement campaigns and channel modelling for different scenarios and environments will 

be required before transmission technologies can be designed for them. We believe that 

millimetre wave frequencies holds the most promise, and there are already ongoing efforts to 

make this a possibility. In [29], millimetre wave frequencies of 28 GHz and 38 GHz are 

extensively studied to understand their propagation characteristics in different environments, 

paving the way for their use in future wireless systems.

6.2    Shared Spectrum

Although cognitive radio was often touted as a solution to the problem of frequency 

spectrum shortage, it is seldom adopted as there are always concerns about the impact on the 

primary user or license holder of the spectrum. An alternative solution proposed which can 

potentially solve this dilemma is Authorized Spectrum Access (ASA) also known as Licensed 

Spectrum Access (LSA) [31]. The concept of LSA is to allow authorized users to access licensed 

spectrum based on certain conditions set by the licensee of the spectrum. This would allow 

under-utilized spectrum to be more effectively used and also solve the problem of quality of 

service for the primary user.
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6.3    Big data

 Like in many other market sectors and industries, big data will also bring about lots of 

challenges and opportunities in 5G wireless. First of all, cellular networks have to provide 

efficient infrastructure support for this data deluge. For example, the future M2M or Internet of 

Things (IoT) applications will generate a vast amount of data. As discussed previously, this 

proves to be a major technical challenge for RANs. Secondly, new network architectures may 

emerge from the necessity of running big data applications. There is close synergy between cloud 

computing, software defined networking, and Network Function Virtualization (NFV). A 

convergence of these technologies can be envisaged to form highly robust and reliable 5G 

platforms for big data. Thirdly, making informed decisions and extracting intelligence from big 

data is an extremely important and yet non-trivial task. For example, cellular operators can make 

use of various customer network access data to reduce churn rate and seek new revenue 

opportunities. The smart grid, as another example, can be seen as a huge sensor network, with 

immense amounts of grid sensor data from various sensors, meters, appliances and electrical 

vehicles. Data mining and machine learning techniques are essential for efficient and optimized 

operation of the grid.

6.4    Indoor Positioning

While indoor positioning itself does not improve throughput or coverage, it has large 

implications on various applications and the quality of communications. Accurate positioning 

of user terminals can provide the network with additional information that can help in resource 

allocation and quality of service improvement. It can also enable a plethora of applications, 

including position based handover, resource allocation, and location based services.

Currently, 3GPP LTE has several positioning methods, including Cell ID (CID) and 

Enhanced Cell ID (ECID), as well as Assisted Global Navigational Satellite Systems (A-GNSS). 

It is also able to position using the Observed Time Difference of Arrival (OTDOA) method. All 

these are enabled through the Enhanced Serving Mobile Location Centre (E-SMLC) using the 

LTE Positioning Protocol (LPP) [32]. Accuracy improvements to the currently available 

methods will certainly open opportunities for more location based applications.

7.   Conclusions

In this paper, we have provided an overview of some emerging technologies which may 

make up future 5G wireless networks. We have also described some research problems which 

these technologies present. While there is currently no clear consensus among academics and 
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industrials on what will define 5G wireless networks, we believe that future 5G wireless 

networks will be a combination of different enabling technologies, and the biggest challenge 

will be to make them all work together.

Acknowledgement

The authors would like to thank SEGi University Management, SEGi Journal of 

Engineering & Technological Advances (JETA) Editorial Board, Research Innovation 

Management Centre (RIMC) SEGi University and School of Information Technology SEGi 

University.

References

[1] T. Nakamura, S. Nagata, A. Benjebbour, Y. Kishiyama, H. Tang, X. Shen, N. Yang, and N. Li, 

“Trends in Small Cell Enhancements in LTE Advanced,” IEEE Communications Magazine, vol. 51, no. 

2, pp. 98-105, Feb 2013. 

[2] Victor C. M. Leung, Tarik Taleb, Min Chen, Homasmagedanz, Li-Chun Wang, Rahim Tafazolli, 

Unveiling  5g Wireless Networks: Emerging Research Advances, Prospects, And Challenges, Guest 

Editorial, IEEE Network ,  pp 3-5, November/December 2014.

[3] Although, 3GPP Release 15 has defined the 5G system architecture. See 3GPP Release 15: Source: 

www.3gpp.org

[4] The emergence of (limited) data connectivity and mobile internet predated “3G” in the form of General 

Packet Radio Service (GPRS) (Release 97).

[5] GSMA Intelligence, Global Mobile Trends, 2017.

[6] Recommendation ITU-R M.2083-0. IMT Vision—Framework and Overall Objectives of the Future 

Development of IMT for 2020 and Beyond. Available online: http://www.itu.int/rec/R-REC-M.2083- 0-

201509-I/en. 

[7] Cisco. VNI Global Mobile Data Traffic Forecast 2015–2020. Available online: 

http://www.cisco.com/c/en/ us/solutions/service-provider/visual-networking-index-vni/index.html 

http://www.3gpp.org/


18

[8] Gubbi, J.; Buyya, R.; Marusic, S.; Palaniswami, M. Internet of Things (IoT): A vision, architectural 

elements, and future directions. Future Gener. Comput. Syst. 2013, 29, 1645–1660.

[9] Cisco. Internet of Things. Available online: 

http://www.cisco.com/c/dam/en$_$us/about/ac79/docs/innov/IoT$_$IBSG$_$0411FINAL.pdf 

[10] Forbes. 6 Big Internet Trends to Watch for in 2012. Available online: 

http://www.forbes.com/sites/roberthof/2011/12/13/6-big-internet-trends-to-watch-for-

2012/$#$63b4b066427c 

[11] GSMA. The Mobile Economy; GSMA. Available online: 

http://www.gsma.com/mobileeconomy/global/ 2016, Sustainability 2017, 9, 1848 21 of 22 

[12] Ministry of Science, ICT and Future Planning. Science, ICT R&D Mid and Long-Term Strategies 

(2013–2017); Ministry of Science, ICT and Future Planning: Seoul, Korea, 2013. 

[13] National IT Industry Promotion Agency (NIPA). Forecast on ICT and Convergence Technology 

Through Analysis on the Future Technology; National IT Industry Promotion Agency: Jincheon, Korea, 

2013. 

[14] Intel IT Center. Big Data in the Cloud: Converging Technologies. Available online: 

http://www.intel.com/content/dam/www/public/us/en/documents/product-briefs/big-datacloud-

technologies-brief.pdf 

[15] T. Nakamura, S. Nagata, A. Benjebbour, Y. Kishiyama, H. Tang, X. Shen, N. Yang, and N. Li, “Trends 

in Small Cell Enhancements in LTE Advanced,” IEEE Communications Magazine, vol. 51, no. 2, pp. 98-

105, Feb 2013.

[16] 3rd Generation Partnership Project, “Scenarios and Requirements for Small Cell Enhancements for E-

UTRA and E-UTRAN”, 3GPP TR36.932 V12.0.0, Dec 2012.

[17] 3rd Generation Partnership Project, “New Carrier Type for LTE,” 3GPP RP 122028, Sep 2012.

[18] C. Hoymann, D. Larsson, H. Koorapaty and J.-F. Cheng, “A Lean Carrier for LTE,” Communications 

Magazine, IEEE, vol. 51, no. 2, pp. 74-80, 2013.



19

[19] 3rd Generation Partnership Project, “Access Network Discovery and Selection Function (ANDSF) 

Management Object (MO),” 3GPP TS 24.312 V12.1.0, Jun 2013.

[20] 3rd Generation Partnership Project, "Feasibility Study for Proximity Services (ProSe)," 3GPP TR 

22.803 V12.2.0, Jun 2013.

[21] T.L. Marzetta, “Noncooperative Cellular Wireless with Unlimited Number of Base Station Antennas,” 

IEEE Trans. Wireless Comm., vol. 9, no. 11, pp. 3590-3600, Nov 2010.

[22] E.G. Larsson, F. Tufvesson, O. Edfors, T.L. Marzetta, “Massive MIMO for Next Generation Wireless 

Systems,” IEEE Communications Magazine, Submitted, 2013.

[23] 3rd Generation Partnership Project, “Study on 3D-channel model for Elevation Beamforming and FD-

MIMO studies for LTE,” 3GPP RP 122034, Dec 2012.

[24] N. McKeown et al., OpenFlow: enabling innovation in campus networks, ACM CCR, April 2008.

[25] ONF, https://www.opennetworking.org/sdnresources/sdn-definition.

[26] K. Yap et al., Blueprint for Introducing Innovation into Wireless Mobile Networks, ACM VISA, 2010.

[27] L. Li, Z. Mao, and J. Rexford, CellSDN: SoftwareDefined Cellular Networks, Technical report, Bell 

Labs, 2012.

[28] ADVA et al., Horizon 2020 Advanced 5G Network Infrastructure for Future Internet PPP Industry 

Proposal (Draft Version 2.1), 2013.

[29] ETSI TC M2M, TR 102 764, E-health Architecture: Analysis of User Service Models, Technologies 

& Applications supporting eHealth, 2009.

[30] T.S. Rappaport et al, “Millimeter Wave Mobile Communications for 5G Cellular: It Will Work!,” 

IEEE Access, vol. 1, no. 1, pp. 335-349, May 2013.

[31] Radio Spectrum Policy Group 2011, "Report on Collective Use of Spectrum (CUS) and other spectrum 

sharing approaches," Technical Report, RSPG11-392, Nov 2011.

https://www.opennetworking.org/sdnresources/sdn-definition


20

[32] 3rd Generation Partnership Project, "LTE Positioning Protocol (LPP)," 3GPP TS 36.355 V11.3.0, Jul 

2013



21

A STUDY ON CAR PARKING RESERVATION SYSTEM USING ANDROID 
APPLICATION

1Kate Lam Woon Yee *, 2Dr. Leelavathi Rajamanickam, 

1School of Information Technology, SEGi University
2School of Information Technology, SEGi University

* katelam@segi.edu.my

Abstract: Nowadays with the increase in vehicle production and world population, more and 

more spaces and facilities are required. The problem arises from not knowing where the empty 

space is; even if it is known, many vehicles may pursue very limited parking spaces which will 

cause serious traffic congestion. Because of that, we purpose a system that will help car users to 

find a parking space in most metropolitan areas even during the rush hours, by computerizing 

the parking space reservation using an application on Android smartphone.  The proposed smart 

parking policy has the potential to solve the problems of parking systems, as well as reduce 

traffic congestion caused by parking searching thus making the system two-way efficient, that 

is, cost wise and time wise.
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1.   Introduction

Nowadays, with the increasing of world population and cars production, most of the people 

around the world have the difficulty of finding a free car parking slot to park their cars, car park 

inside a building is become popular in public places like shopping malls, hotels and multiplex 

cinema halls, “because it is user friendly and can prevent car from exposing to the sunlight” [8]. 

Every day, hundreds of cars enter the car parking. Therefore, it is difficult to find out an empty 

parking slot, “car drivers still need to find out empty parking slot for themselves and there is 

always competition for the parking space” [10]. The problem has reached the limit of 

impossibility especially in rush hours of the day. This problem had produced variety of issues like 

air pollution, congestion, traffic, street blocking, and wasting of time and fuel. As per recent 

survey “more than 30% of traffic congestion in big towns, drivers who are looking for vacant 

parking space come at the top of the sparking factor [9]”.  researchers have found that “for one 

year, car cruising for parking created the equivalent of 38 times trips around the world, burning 

177914.8 liters of fuel and producing 730 tons of CO2” [1]. All of these issues are happened 

because of searching for a proper slot to park the car in. This problem calls for the need for an 

automated parking system that not only regulates parking in given area but also reduce the human 

intervention by making a fully automated system to solve finding a free parking slot problem with 

the help of nowadays technologies to reserve the required parking slot earlier. 

Our project introduces an Android application which help the users to reserve a parking slot 

at any time in the provided parks using our fully automated system. The user will have to register 

the required details for the first time only, which are name, ID number, phone number, the user’s 

credit or debit card information, plus vehicle’s details. But to use this system, additional hardware 

needs to be installed inside the parking, which are a camera on the parking entrance to capture 

and recognize the car plate, the camera is connected with Radio-frequency identification (RFID) 

to analyze the vehicle details and check it with the help of the server, it also used for debit the 

amount for parking charges through the RFID tag [2], a server to update the parking slots 

availability and to manage the system’ database, IR sensor on each parking slot to detect the 

availability of the slot [5], a gate security lock provided in the entrance to open the gate using 

one-time-password (OTP) by key it in using smart keypad. After the user submit his details, 

he/she can proceed to the parking reservation, the user will enter the date and time to reserve the 

required slot, the application will display a structure of the parking slots, the available slots will 

be in green color and the reserved slots will be in red color, the user can select the proper slot then 

proceed to payment confirmation, after the payment is confirmed, the user will receive specific 
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and unique OTP on the application’s notification. When the user goes to the parking, the camera 

will detect the car plate to open the gate, and if any issues in detecting the plate, the user can use 

the provided keypad to enter the received OTP to open the gate and park the car in the reserved 

slot. If the user stayed longer in the reserved slot, then he/she must pay the outstanding, then 

another camera and gate security lock will be installed in the parking exit will work as the entrance 

gate. 

The main idea behind the proposed solution is to provide an efficient method to reduce the 

problem occurred when the car drivers are searching for a free slot, the solution will help to reduce 

these issues by reducing the wastage of time and fuel by reserve a slot earlier using the android 

application.

2.   Literature Review

The aim of the proposed solution is to solve the problems that occurred while searching for 

free parking slot. There are some solutions form other authors to solve the problem using an app 

to reserve the free slots earlier or to detect the free parking slots, but these solutions have 

limitations or require human intervention. The first proposed solution is [7] “Android based 

Smart Parking System”, this system can be implemented in two ways, which are to guide drivers 

in congested areas to the nearest parking facility with empty parking slots. The latter guidance 

system addresses that the driver need information about the position and the number of the 

parking slots that are available within a parking structure. The user must register in the 

application before he can proceed to selecting the requested slot and reserve it early by making 

payment of the parking fees through “google thus”. This method has some limitations which are 

the application doesn’t show a structure of the free slots to make it easy for the user to select a 

free spot, it just shows the closest slot which is nearby from the selected location, plus it is 

requiring another app to proceed the reservation which is “google thus” to make the payment.  

A. The second solution is [6] “Car Parking System an Android Approach” The project 

prototype can act as way-finder to guide car driver inside the car park to parking slot available 

inside car park and guides car driver to go there. It uses the infrared sensor to detect the 

availability of each parking slot at a level of car park, sending signal to microcontroller to display 

total of available parking slot on displays. At the same time, an arrow also used to show the 

location of the available parking slots. The availability of the slots is obtained from the sensors 

that count the number of cars entering and exiting or by comparing the tickets issued at machines. 

This solution doesn’t allow the user to reserve the free slot, it just shows the directions of the 
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free slot and requires a guard to open the parking gate and to receive the parking fees.  Another 

proposed solution is [3] “Smart Parking System Based on Embedded System and Sensor 

Network” The system works on real time parking information based on which it makes 

reservation and on spot resource allocation of parking spaces for drivers. The system works on 

IR led Sensors. IR led keeps transmitting infrared rays up to some range when some object is 

detected in the infrared range the IR waves hits the object and comes back at some angle the 

photo diode next to IR led detects that infrared rays reflected from the object. Thus, the object 

or the car standing in front of the IR sensors gets detected, providing us the status or availability 

of a particular parking space, Reservation of the slots can be made using multiplatform tools 

such as Android application and iOS application by using QR technology.  This method is using 

QR technology to get in the parking, so the user will have to scan the QR code to open the gate 

which might be slower than using a camera that detect the car plate to open the gate, plus this 

method is requiring too many hardware devices.

B. Another proposed method is [4] “Intelligent Parking System Using Android 

Application”, this system is an Android Application which mainly consists of three modules. 

The user can choose a parking space that is nearest to his destination after getting login to the 

application. After the user books a particular slot the administrator updates the status of that 

respective parking slot to “RESERVED''. If the user doesn’t arrive to the parking slot within 20 

minutes from the time of booking his booking will be cancelled and the status is updated to 

“EMPTY”. This solution requires human intervention to open the gate, plus managing the 

parking availability is not automated, it done by the administrator manually.

2.1    Aims And Objectives

Utilization of cars has expanded in today’s world. The accessible parking slots are not used 

appropriately, so, this project aims to develop a car park reservation system to address and tackle 

the above daily problems, it will be focusing on how reservation could be done, and how drivers' 

parking experience could be improved for the above situation through using software system 

with latest technology. These are the results of using the proposed application:

 Finding a car parking slot will be much easier.

 Users can get to learn about parking areas for particular locations.

 Reduce the wastage of time.

 Reduce the wastage of fuel.

 Prevent road blocking.
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 Reduce Traffic congestion.

 Avoids air pollution & global warming.Reduces the driver stress and improves parking 

management.

 It doesn’t need much of human efforts for managing the parking spaces.

2.2    SCOPE 

This project will be developing a car park reservation system which will be running on 

Android smartphones. The scope of this project is defined as follow: 

 Investigate the value and the benefits of developing a system for assisting drivers' 

parking needs. 

 Study the feasibility and different options to enhance the drivers' experience and 

efficiency of parking. 

 explore geometry application development and location-based service.

 Study the application development process on smart phone and using latest 

technologies and various software development techniques.

 Design and develop prototype system which includes a backend system and a 

mobile client running on smart phone.

 Evaluate and review the strengths and weaknesses of the project outcome, seek and 

identify for further improvements..

3.   Materials And Methodology

Usefulness of car parking system is our prime objective to solve searching for free car 

parking slot, which lead to many problems and frustrations for car drivers, So, the process of 

developing and implementing car parking reservation system requires hardware and software 

requirements:

3.1    Hardware Requirements: 

 A) CCTV Camera 

2MP 20X industrial Explosion proof &anti-corrosion infrared IP network PTZ integration 

CCTV security camera.

Specification:

 The highest explosion -proof level certification, used of many high-risk and worse 

place.
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 2million pixels 1/2.8 CMOS sensor, the maximum resolution is 1920x1080, clear, 

delicate images.

 20times optical variable times, the focal length is 4.7-94mm, accurate fast focus. 

Adopt high efficiency infrared lamp, long service life, low heating, low 

consumption, irradiation distance is up to 100meters.

 Support the lowest illumination, 0.05 Lux/F1.6color, 0.01Lux/F1.6black and 

white.

 Support 3d digital noise reduction, support numbers wide dynamic, strong light 

inhibition and so on.

 Support H.265 high efficiency compression arithmetic, tremendously lower code 

rate.

 Complete functions: heartbeat, PTZ control, alarm system, audio, user management.

 It can be used both day and night, low light will open infrared lighting 

automatically, even though the light is very bad, it can still get high quality images.

 Precision motor driver, sensitive reaction, run stably, little accuracy error, no 

shaking at any speed.

 Rotation angle    horizontal:360°, vertical :180°

 Support power off memory, support 255 presetting bits.

 Four pieces of automatic cruise, every piece can set 16preset bits, time interval can 

be set.

 Turbine worm drive structure setting design, precision stepper motor driver, 

sensitive reaction, run stably.

 Modularization electric design, support baud rate and controlling agreement 

automatic identification, support soft address setting.

 The newest design idea, PTZ decoder, infrared /white-light sources, HD network 

camera are all-in-one design.

 View-finder use unique explosion-proof glass, high light transmittance, completely 

emininate infrared light halo.

 View-finder surface by nanotechnology, non-stick water, non-stick oil, excluding 

dust.

 Low power consumption, internal body use flowing cooling design.

 304 stainless steel materials, suitable for strong highly corrosive environment.
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 B) RFID based

Essentially, these systems use Radio-frequency identification (RFID) technologies to detect 

the parking spaces available in the area. This is accomplished by saving information about the id 

for the vehicle on a microchip with an antenna. RFID tag, as these are commonly known as help 

identify the entering or leaving vehicles. And this feature connected to the CCTV Camera.

 C) Gate Security lock

 Security Smart Keypad Digital Electronic Drawer Lock.

 Specification:

 Input password, don't need card or key.

 Have two versions: Master code version or Jump code version.

 Two Classes management- Master code, and User code.

 Emergency open: When battery power off and can't open lock, at this time can use 

an external power supply to insert into a socket of lock to supply power to open 

lock.

 1-10 numbers, you can set password as you want.

 Easy installation and operation, very easy to use.

D) IR sensor

LANBAP m12 Metal cylindrical photoelectric sensor electronic IR sensor switch PR12-

TM5DPC.

Definition: (An infrared sensor is an electronic instrument which is used to sense certain 

characteristics of its surroundings by either emitting and/or detecting infrared radiation. Infrared 

sensors are also capable of measuring the heat being emitted by an object and detecting motion)

Specification:

 LM358 IC 2 IR transmitter and receiver pair

 Resistors of the range of kilo ohms.

 Variable resistors.

 LED (Light Emitting Diode).

 E) Slot Allocation Algorithm
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Slot Allocation Algorithm The slot allocation method follows a sequence as discussed above. 

It has the Parking Area Control Unit and the Smart Parking Area Control Unit (SPAC). 

 F) Server

PIC 16FXX Micro-Controller PIC (Peripheral Interface Controller) is an 8-bit Micro-

controller used in this system and it is the heart of the overall system. PIC16F877A series 

controller used here seems to be efficient and cost effective for this parking management system. 

The proposed design uses PIC micro- controller. It is a low power controller that provides support 

for high speed communications, with the ability to be programmed using different commands. 

When the vehicle passes the IR sensors, the sensor will detect that vehicle and give the 

information to the database system. The database notes the vehicle information, simultaneously 

the micro-controller searching for the vacant slots in the car parking area. The server will be 

connected the database to manage the information.

 3.2    Software Requirements:

       Android OS 

An android application is created using Android studio. The android applications are 

developed using the JAVA code. Using the JAVA compiler, the source files are converted to 

JAVA class files. The Android SDK contains a tool, which converts JAVA class files into a. Dex 

(Dalvik Executable) file. The. Dex file and the resources of an android application are packed 

into an. Apk (Android Package) file. The resulting. Apk file contains all data to run the Android 

application and can be deployed to an Android device using adb tool. The Android system is more 

secured. The Android system installs each and every Android application with the unique user 

and group ID. Android contains a permission system, declares required permission in the 

AndroidManifest.xml configuration file. Using the slot allocation method, the Android 

application is developed for the Smart parking. Slot reservation can be done using the slot 

allocation method. The request is updated in the server and forwards it to parking area.

Database:

The system has real-time communication between the mobile app and the server, using SQL. 

All the information will be loading and stored.

Application Algorithm

The algorithm to use the proposed application stated as the steps below:
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Step 1:  Installing the application

 The user must download and install the apk first on his android device.

Step 2:  Registration

In order to use the mobile application, the user need to be a member of our car park 

reservation system prototype. If the user wasn’t a member, he/she must register by clicking on 

the Register button at the entry screen and provide his/her required information, which are name, 

phone number, ID number and the credit/debit card information. The information will be sent to 

the server for processing and stored in the database, and the registration result will be returned to 

the mobile client. 

Step 3:  Profile and vehicle management

Once the user registers successfully to system, they can see the entry screen starting from the 

options available from the bottom, user can manage their profile as well as their vehicle defiles, 

the user must provide the car details which are car plate number and the car color.  the profile 

management has a similar UI as the registration screen, in which user can manage and update 

their personal details, however, membership is a read-only property and are not available for user 

to change. Upon submitting the data to the server, the server will determine validate the user input, 

if there is no error, the member profile will be updated immediately in both application server and 

mobile client. Similar to profile management, user is able to view their vehicle listing in our 

current system. User can also create new vehicle which will be available for making new 

reservation. Upon submitting the request to the server, it will be further processed, the application 

server and the mobile client will then be updated immediately in a similar manner. However, as 

vehicle consists of limit number of info, editing of vehicle is disabled to avoid data inconsistency 

in the reservation log, server log and other statistic functions.

Step 4:  Car park searching 

To make a reservation, the first step which a user will do is search for a car park. We provide 

two searching mode — text based and structure view. Both of them accept keyword and area 

search which will issue request to our application server to perform string wildcard matching 

against car park name, address and company name, which is within the selected area. Once the 

server returns the matching results, the mobile client will display a list of car park including their 

available parking spaces and current hourly charges. We assume most user will make use of the 

map view instead of the text-based mode, however, we reserve this basic searching method which 
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enable car park searching for low end devices and for the situation where geo location information 

is not accessible.

Step 5:  Reservation 

In our prototype system, we have modeled the entire reservation process into computerized 

system. We study and tried different approach such as advance reservation and expanding car 

park spaces from monthly user, we eventually come up with and suggesting the use of integrating 

membership system, overbooking with instance reservation which is more realistic and practical. 

In this section, we will cover most of the major system flow involved in the reservation process. 

Then the application will Transfers request for parking slot. The user has to provide the time and 

the date for the slot he/she wants to reserve. The application will display the parking structure, 

each park has its own unique number, the free slots will be shown in green color and the reserved 

slots will be in red color. The user will click on the slot he/she wants to reserve to proceed to the 

next step.

Step 6:  Fees calculation

The system will automatically calculate the total cost incurred for parking based on the time 

that the user has asked for booking. 

Step 7:  payment process

The payment will be processed on the app by checking after selecting a slot and provide the 

time and date to reserve that slot, the server will calculate the required fees for the slot and ask 

the user to confirm the payment and reservation. After the payment is confirmed the user will 

receive OTP on the application notification. 

Step 8:  Check-in 

After reserving a particular slot by the user then the status of that respective slot will be 

marked as RED=RESERVED and the remaining will be GREEN=EMPTY, the user will arrive 

the car park, they can check in to the car parking after the CCTV capture and analyze the car plate 

or by entering the OTP. As soon as the vehicle gets entered the parking slot, the timer gets ON 

and measures the total time. Also, depending on the car park operation. In a worst case, if one of 

the cars stayed longer, that user have to pay the fees for the addition time. The system will send 

a message to next user to notify him/her that the reservation has been changed to select a new slot 

instead of the slot he/she reserved.
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Step 9:  Check-out

When the user finish using the parking service, the user has to pay any addition fees if he/she 

stayed longer, then he/she will be able to leave the car parking and check out at the gate. The 

process is similar to the check in process, the car can be recognized by CCTV or by OTP to check 

out. 

4.   Evaluation

In particular, smart parking solutions for cars parking necessarily and primarily need to 

involve all the stakeholders in an early phase of the solution development.  The majority of 

participant stakeholders were impressed by the prototype and believed that the system would be 

useful, at least to alleviate the issue of finding parking spaces. They believed that even if the 

system is able to tell the users that there are no vacant spaces available, which would be useful 

information instead of the driver wasting time and fuel searching for a space when none is 

available. However, they had a variety of ideas regarding how to improve the prototype. We took 

this into consideration above as a general prospective for our Android based smart parking 

reservation system prototype.

5.   Limitation

The Android based smart parking reservation system is proposed to solve finding free 

parking slots issues, we studied the solution and testing it, and we find out that there is some 

limitation that could be improved in the future, which are:

 The solution required too many hardware devices, so implementing the proposed 

method might be expensive.

 The IR sensor need to clean regularly.

 If the user stayed in the slot longer, and that slot was reserved at that time, the other 

user who reserved it will have to select another slot.

6.   Conclusion 

Since the number of cars is increasing at a fast rate comparing to car parking, there is need 

of such a system and solution to solve that problem, since it leads to many issues such as traffic 

congestion, road blocking, waste of time and fuel. This project was developed to help car drivers 

to find free parking slots faster and easier by reserving the slot earlier through the proposed 

Android based smart parking reservation system, the application is developed to be user friendly 
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and easy to use. The proposed system reduces the driver’s effort and time. Also, the payment 

transaction is handled through the application which makes the system less human dependent 

with the help of the installed hardware devices such as security gate lock, camera and RFID in 

the parking entrance and exit. This system will also provide IR sensor to detect slot availability 

status and a server to manage the system which is connected to the provided database. This 

solution aims to reduce the occurred issues and to manage the cars parking easily with an 

automated solution without human intervention.
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Abstract

 The objective of having this journal is to analyze about the field of Augmented Reality (AR), 

the upcoming three-dimensional (3D) virtual objects into real-time three-dimensional (3D) 

environment in the education environment. Apart from the education application, there are also 

medical, manufacturing, entertainment and military applications that have been explored. This 

article describes the features of Augmented Reality system by including types of augmented 

reality and the benefits from it. Life of the lecturer and student getting bored day by day without 

any new sort of teaching approaches. Basically, this research paper summarizes the current 

efforts and address these issues. Hence, discussion about the future direction and areas for 

Augmented Reality in the field of education. direction and areas for Augmented Reality in the 

field of education. A new way of learning and teaching can definitely increase the interest of the 

parties. This research paper provides a starting point for anyone who interested in changing the 

classic ways of educations into a technological one filled with AR.

Keywords: augmented reality; virtual; materials; technologies
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1.   Introduction

The word “augment” in augmented reality means to add something. With augmented reality 

(AR), elements like graphics, sounds, and touch feedback are added to our lives. Elements in the 

virtual world are brought into the real world and are augmented with superimposed computer-

generated images to enhance our current perception of reality like the things we see, hear and 

feel. Unlike virtual reality which uses the entire virtual environment, augmented reality uses the 

existing environment and has virtual information overlaid on top of it. There are various types 

of technologies that form augmented reality:

1) Marker Based Augmented Reality

It is an image recognition technology. The result is produced only when the reader senses a 

marker using camera or visual marker like QR code.

2) Markerless Augmented Reality

It is a location-based technology that provides information based on current location using 

GPS that is embedded in the device. 

3) Projection Based Augmented Reality

It allows human interaction by projecting artificial light onto real environment surface and 

senses user interaction of that projected light such as touch. 

4) Superimposition Based Augmented Reality

 It is an object recognition technology that replaces the original view with a new augmented 

view of the same object partially of fully.

Today, there are countless reasons to use augmented reality in our lives. It brings 

convenience and makes a lot of our daily tasks easier. It can basically bring anything virtual to 

improve our senses of reality.

Most women have to go through multiple sample tests or struggle to find the best makeup 

product that suits them before buying them. However, most people realize that the products does 

not really suits them, by the time when they got home. The Shiseido Makeup Mirror is created 

by the Japanese beauty brand, Shiseido. It gives users a virtual full make-over in seconds and 
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allows them to virtually test many different makeup products on eyes, lips and cheeks. The face 

of the user will be captures by a camera on the device and using the touch screen device, user 

can choose many different eye, lip colors and blushers. Users can also capture a few still images 

to be stored and compared. Hence, users can easily find the best cosmetic products for 

themselves.

Choosing and imagining how furniture will look like in the house is not easy. IKEA 

discovered one problem that its customer’s face, which is the furniture purchased occurs to be 

the wrong size for the desired location. Therefore, IKEA launched its augmented reality 

catalogue that offers shoppers a sneak peek of how certain items will look like in their home 

before purchasing. The app is also able to measure the product size against the room to provide 

a true-to-life size vision. Different items can be selected, repositioned and viewed from different 

angles to determine the best product to purchase. Items can be ordered directly using the links 

integrated into the app.

2.   Literature Review

A) Observation

Through the method of observation, the current educational system have its flaw from the 

lecturer’s point of view. Due to lack of spaces in classrooms, the students have been split into 

multiple groups and they are to attend different classes at different time and venue. Such cases, 

leads to the lecturers teaching the exact same syllabus to multiple classes. The lecturers are to 

repeat the exact same topics and examples, over and over in different classes at different time and 

places.

B) Life of Lecturer

Lecturer’s life is as it is a tough and tiring ones. Teaching is very time consuming and can be 

very dispiriting [1]. Especially when a lecturer keep repeating the same thing in every class and 

similar type of questions asked by different students from different classes. The lecturer had to 

attend multiple classes teaching the same syllabus is indeed time consuming. It would have been 

better if the students all could fit in one or two classes in total which would save time for the 

lecturers. Good teachers in any setting encourage their students [2]. Furthermore, by constantly 

maintaining a good mood, the lecturer will be good toward their students always. They will 
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encourage their students to study and learn things in different ways. In order to ensure a better 

education, the augmented reality implementation in teaching is required.  

C) Virtual Reality

Virtual reality as the word mentioned it is a fake reality or can be defined as a reality which 

doesn’t exist. Virtual reality technically is a three dimensional environment created by the 

computer. The created environment can be interacted by a person. The person then becomes a 

part of the virtual world and can control objects or perform actions. Requires a head mounted 

display apparatus for a virtual reality system [3]. The devices are known as Head Mounted 

Display (HMD). It is a devices required in order for the information to be displayed near to eye 

for the user. Optical components such as lenses are used to provide perception to the user that the 

visual are occurring from a greater distance, in order to avoid eyestrain. In HMDs which uses a 

single display, the image is typically displayed via optics that split the visual into two similar 

visual, and moves each visual sight to the respective eyes. With two displays, the HMD can show 

stereoscopic visuals [3]. The stereoscopic sight attempt to cause depth in the sight by imitate the 

angular difference between the visual sights viewed by each eye while looking at an object. 

Furthermore, angular difference is one of the important parameters of the human brain which is 

used in processing the visuals to cause distance in human vision or depth perception. The 

importance of virtual reality can be described with the following example. A group of students 

wearing 3-D glasses made by Nvidia, a graphics processing firm, dissected a virtual cadaver 

projected on a screen [4]. 

D) Augmented Reality

Augmented Reality (AR) involves the integration of virtual content into real environments 

[5]. Augmented reality is not exciting as a virtual reality, but, it might be a very useful tool in the 

everyday lives of humans. AR holds this capabilities because it brings the elements of virtual 

world and form it into the real world. It allows the people to see, hear, and feel in an enhanced 

way. Comparing to the other reality technologies, AR is in the middle of the virtual and real world. 

Augmented reality uses the existing natural surroundings and simply covers virtual information 

on top of it. When both virtual and real world mixed in together, users experience a new improved 

world where virtual details or information is used as a tool to present help in everyday activities 

of a typical human. There is about 4 types of augmented reality. Which is marker based 
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augmented reality, markerless augmented reality, projection based augmented reality, and 

superimposition based augmented reality. 

E) Projection based augmented reality

Projection based augmented reality works by casting artificial light into the real world 

surroundings. Projection based augmented reality application allows human interaction by casting 

light into a real world surrounding and then detecting the human interaction of that casted light. 

Detecting the user’s interaction is possible by addressing difference between a known projection 

and the changed projection caused by user’s interaction which is blocking the projected light. 

Another application of projection based augmented reality which catches the attention is, it 

utilizes laser plasma technology to cast a three dimensional interactive hologram in to the middle 

of the air. Key components for augmented realities are sensors, cameras, projection, processing, 

and reflection [6]. There are few existing projections, which is used for educational purposes of 

medical science. In medical terms, the surgeons. Head mounted displays have become more 

accessible and more affordable [7]. Augmented Reality have the potential to expand surgical 

precision, expand patient safety, and provide physician education.  

F) Augmented Reality in Education

Augmented Reality will definitely transform Education as we knew it one day. The 

capabilities to project rich media into the real world, in order to view through web enabled 

devices. By using mobile phones and tablet devices, information can be made available and 

accessible to students at the time and place of needs. Moreover, potential to cut down excessive 

cognitive, as well as enabling them to learn in a range of different ways. For example while 

reading a paragraph from a device or a book, a 3D video will be displayed in their handheld device 

portraying how the lecturer or instructor explained the solutions to be for a problem. There are 

plenty of AR applications which changed the ways of learning and training. Augmented reality 

provides students with “perfectly situated scaffolding” [8]. One of the outmost importance of 

educational environments is to practice and familiarise social interaction between the students, 

whom are present at the same area. Multiple users can access a shared area filled with virtual 

objects, even though remaining in the real world [9].
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G) Augmented Reality vs Virtual Reality

Augmented reality was defined in a more detailed manner where “augmented reality is the 

interaction of superimposed graphics, audio and other sense enhancements over a real-world 

environment that is displayed in real-time” [15]. Augmented reality (AR) is specifically 

considered as a mix of virtual reality and real life; it is also able to produce images that allows the 

content to mix with the real world. With these features, the virtual world with the real world can 

be connected by the users but they are still able to distinguish between both virtual and reality 

[10]. AR has the ability to produce the illusion of reality using different human senses. In the 

multi-sensory environment, participants can experience the sensation of sight, hearing, smell and 

even touch. [16].

Simultaneously, augmented reality is also commonly known as a new technology which 

allows overlaying of virtual images on the real environment. Augmented reality an environment 

where the additional virtual information is computer-generated and is placed into the user’s real 

world perception. This environment can be shown in the following example. According to the 

image in Figure 1, we can see a girl having her breakfast sitting by the table and she is in the real 

environment. Meanwhile, cartoon character that we can see is a virtual object that overlays on the 

real world view. It creates an impression to make the viewer believes that the cartoon character 

next to the girl is real.

Figure 1 Real World View

The phrase virtual reality (VR) according to [18], is defined as the following collection of 

technological devices: a computer capable of interactive 3-dimensional (3D) visualization, a 

head-mounted display (HMDs), and controllers equipped with 1 or more position trackers. Apart 

from that, the term virtual reality according to [17] is considered as an artificial environment, 

which is experienced through sensory stimuli, provided by computer when the user’s action 
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partially determines as to what would happen inside the environment. Virtual reality was actually 

a version upgraded from augmented reality, when Tom Caudell merged the technology from 

virtual image to physical reality for aircraft usage back in 1990. 

Virtual Reality is commonly defined as using 3D modeling software to create realistic 3D 

scene of the real world environments to bring and merge the users into this virtual world. It makes 

tricks on user’s brain and make them believe that they are in this virtual world and keeps them 

from realizing the real world. Virtual reality replaces our real senses such as touch, sight and 

hearing with the virtual world so that our brains start to believe that the virtual world itself is the 

real world.

To experience virtual reality, there are four key elements:

i. The virtual world is an imaginary room and it is often but not essentially realized through a 

medium or display.

ii. Immersion through physical and mental, which means having a sense of “presence” within 

an environment. This can be done through physical means or a mental state. 

 Mental Immersion: a state of being deeply immersed in the virtual environment.

 Physical Immersion: entering into a projected area physically

iii. Sensory feedback: sight, hearing and touch responses. 

iv. Interactivity: in a virtual reality experience, users will make movements using their head to 

change their points of viewing.

Figure 2 The Real to Virtual world phases
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Both the AR and VR are the dominants of the new technologies and are believed to be the 

fascination and the world's most influential technology. Virtual reality is able to invert and shift 

the user’s viewpoints or in other words, it can bring people to someplace else. VR blocks out the 

reality and locates our presence somewhere else in the virtual environment by using closed visors 

or goggles. The application of virtual reality in films is such as "The Matrix", whereas augmented 

reality film will be such as "The Terminator". The purpose of VR is to convince the viewers of 

being in an entirely new reality by using illusion.

Comparatively, augmented reality does not locate the sense of the real world, but it is 

improved by using computers. Both the VR and AR technologies have one main difference. VR 

is immersive, which is the display device must block out the real world entirely. AR does not 

necessarily need headsets and it overlays a virtual object partially on the real world, which 

maintains the users' connection with the real world.

The appearance of AR or VR could bring benefits to various industries such as entertainment, 

gaming, medication and education. In conclusion, both of them have one common area of similar, 

which is they both have the ability shift our perceptions of the real world. Whereas their difference 

will be the perception of the presence of the real world.

Figure 3 Schema of a Virtuality Continuum

3.   Research Methodology

A) Materials

A product which can be used as an object physically in order to attain augmented reality 

experience. There are various types of Materials which can be used for augmented reality. For 

example, Head Mount Device (HMD) which helps user to visualize virtual images onto the real 

physical world. Augmented Reality (AR) which overlaps virtual objects onto real scenes, and it 
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has a large platform which provides the students with a new type of materials. Augmented 

instructions is a fusion of augmented reality and printed learning materials.

B) SmartPhone

As the dependency on situation, the position sensors in smartphones and tablets are not only 

augmented reality based but also to meet educational requirement. The dependency of these 

sensors are very important. Previous researches have measured accuracy of the position sensors 

(usually face detection) in portable devices. This aggregation includes handheld video or optical 

radiology displays and handheld projectors. Although such displays are bulky than head-

mounted displays, they are currently the best solutions for bringing Augmented Reality to the 

industry because of their low manufacturing cost and ease of use [11]. Augmented Reality tools 

and techniques for developing interactive materials for mobile-learning.

C) Projective

The technology analyze the individual's psychodynamic profile by presenting unstructured 

or obscure materials such as ink, images, and sentence elements, that will trigger an interpretive 

response. Which 

reveals the personality structure because they do not require specialized glasses. They 

accommodate the user's eyes during focusing, and they can cover large surfaces for a wide field 

of view.

                                                   

Figure 4 Transform Education with Augmented Reality

However, like the optical transparent displays, mediate fundamental interaction requires 

other input devices. Thus, the projector needs to be calibrated each time the environment or 



43

distance on the projection surface changes which is crucial in moving settings. In addition, this 

type of display is limited to indoor use due to the low brightness and contrast of projected images. 

This can be improved by covering the surface with a reflective material. The objects and 

instruments contained in this material will reflect directly to the light source near the viewer's 

eye and will therefore not interfere with the projection.

D) Hand-Held

This accumulation includes handheld video or optical perspective monitors and handheld 

projectors for Augmented Reality. This is a study which shows how hand-held products are used 

in Augmented Reality. Although this type of monitors are larger than head mounted displays 

(HMD), It shows that this is the best solution to present an Augmented Reality because of its 

low production costs, easy to use(user friendly) and it has become a physical property in the 

industry. For example, handheld video perspective Augmented Reality as a magnifying glass 

can be based on future consumer’s passage such as cell phones that show 3D objects [11]. We 

believe that an unconstrained, structure-independent Augmented Reality demonstration would 

be needed to bridge the gap with traditional packing systems. Specific example includes 

unpredictable use over long time spans, mixed indoor with outdoor, used in a wide-area 

environment, and large-scale multi-user scenarios. This has motivated us to develop a state of 

the art AR framework targeting lightweight handheld displays

E) Spatial

Spatial in augmented reality is a fast rising area that everyone cares about. Any types of 

digital art work improvement, digital media work improvement and interested in the display 

technology are the impact of computer graphics. We believe in different rich pallets displayed 

in technology, mobile and non-mobile, must be considered and appropriate for a given 

application so that you can choose the most efficient technology. Spatial Augmented Reality 

Merging Real and Virtual Worlds. The final type of display is statically placed inside the 

environment and includes screen-based video perspective display, space optical perspective 

display and projection monitor. These technologies are suitable for large education 

presentations, exhibitions and limited interaction. The way to create an Augmented Reality is 

based on a fine traditional screen (PC or TV) display with an Augmented Reality camera fixed 

cover. This technology is now being applied in the world Sports TV for the environments like 

swimming pool. The swimming pool and track are very clear and easy to augment [11].
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3.1    Methodology

A method used in a particular research area or activity. Virtual objects can be displayed as 

real objects before the Augmented Reality system environment.

A) Tracking sensors and approaches

The system must be able to understand the environment and preferably lead the relative 

movement of the viewer’s Six Degrees of Freedom (6DOF): Three variables (x, y, and z) and 

three angles (yaw, pitch and roll direction). In addition, most environments in the Augmented 

Reality system must be ready before it can be used to track 6DOF movements, but not all 

tracking techniques might work in all environments. So far, the complete direction of the user is 

still a single complicated problem [11].

B) Modeling Techniques

Creating a 3D model of a large environment is a challenge itself. 3D modelling techniques 

can be automatic, semi-automatic and a manual technique. Ray tracing algorithms are more 

suitable for huge visualization. Moreover, data sets are better than traditional z-buffering 

algorithms. Some have important research questions regarding sculpture of any complex 3D 

space model. The social group stores and queries these data as spatial database. These databases 

may also need to be changed since the real environment is often energizing.

C) Human Computer Interaction

Information technology currently supports the development of human interaction with the 

virtual environment. Which will continue to evolve in the form of Human Computer Interaction 

(HCI). The research shows, how an environmental three-dimensional (3D) projection should 

recognize the human hand as a virtual object and interact with the virtual environment. Human-

computer interaction is the study of the relationship between people and computer technology, 

and how computers are designed to make humans life easier, more practical, and more intuitive. 

HCI emphasizes the interaction between people and computer technology. The study shows, the 

three-dimensional (3D) transformation of digital objects are used in computer graphics to 

transform the movement of digital objects. It is possible because of, the interactive technologies 

existing in the virtual environment. Trackers are needed for AR in virtual interaction. The 

problem in AR is, how to read tags so it can show previously calculated virtual objects. Mainly 
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how to read the human geometry model. The result of the geometry is used as a marker, so it 

interacts with a virtual environment on the AR as an implementation of the HCI model. Human-

Computer Interaction (HCI) areas involves on how humans can interact with information and 

computing systems. This is a rich domain that has led to the development of modern graphical 

user interfaces.

4.   Discussion

Augmented Reality or AR could be a part of the future of education. Its implementation now 

could be difficult and challenging since current technology is still developing motion tracking 

technology but could definitely be part of educations future. The way of implementing such 

technology to classrooms should be through use of virtual reality headsets. Headsets like the 

oculus rift or vive headset which are currently focused for gaming could be used in the classroom 

[12]. The devices track motion and display the augmented reality through lens in the headset. This 

would mean that for every student would require a headset in order to view the class or lecture 

through AR. Sometimes the requirement for AR does not mean that one needs a headset for 

augmented reality but a hand phone. Similar like playing Pokémon Go with AR features or 

Youtube’s 360 video function, one can simply view an augmented reality through their mobile 

devices like mobile phones or tablets. This would allow students to project their lecturer’s 

teaching method anywhere like the realization of having your lecturer teach and explain like from 

the comfort of a student’s living room or bed room or even in public such as a library or in a park.

As for its importance, the use of AR could provide a feel that can’t be shown or explained by 

a teacher in a classroom. For some it could show how certain living creatures live in the wild or 

experience an event such as a natural disaster up close as this allows the student to feel as if he is 

near or part of the subject as if he was there. This means that the student can learn through viewing 

without putting themselves into harm’s way. AR could also mean less expense on purchasing 3d 

models or paying for excursions. That means that augmented reality could replace physical 

materials that could wear and tear or even get stolen. The current and possibly future generation 

can’t do well without their technological gadgets but through the use of AR students can learn 

many forms of experience interactively. Not only that it would appeal to the students but it would 

retain their attention and maintain their memory for a long time too. Interaction with AR could 

also lead to a rise in a student’s physical and mental dexterity where some forms of AR allow a 

student to become part of the program [13].
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The possible use of such AR programs could benefit different education fields. For those 

learning in the medical field could be exposed to a new reality such as viewing of a live surgery, 

learning form live 3d organ models or identifying symptoms of illnesses, infections and wounds 

through virtual models. This gives these students a new way of looking at medical topics other 

that a book. There is also AR tools for those learning engineering. Possibly through the use of 3d 

modelling and physics allows students to model or develop structures for assignments or view 

other models of past engineering that were used earlier? This allows the engineering students to 

learn and create types of structures and identify possible weaknesses. For students learning the 

art of 3D animation could even develop their own 3D animated character or model. The model 

could be used to create a future game or animated film. Even for primary students the ability to 

visualize and interact with AR programs means they would have a deeper understanding and 

fascination to their subjects. Other than the student using the technology of AR, the teacher or 

lecturer could record a class for those who are unable to attend class that day. The recording could 

be saved to a cloud storage and then viewed by all students from their mobile devices. 

With the future being uncertain, the possibility for enhancing our current education with AR 

technology could change what we know. This could happen not in schools but other institutions 

as well. One example could be places like museums, where historical events could be simulated 

and shown through an augmented reality. Visitors can experience the past as though they were 

there increasing their interest in our history. Other than re-enactments of our history, while 

browsing through the artefacts and models a description will appear to inform the user of what he 

is looking at, the age of the artefact and the history behind the object.  Then there would be places 

like zoos or aquariums where 3D models of animals can be shown to expand the view on animals 

like instead of seeing it in real life but discovering their internal systems or their locomotion. 

Instead of reviewing large amounts of notes a student could scan a section and a virtual teacher 

could explain and help them understand. This will be the same with homework as a student could 

scan the question and hopefully get assistance through a virtual teacher. Apart from homework 

or experiences, AR could help those who are deaf or hard of hearing. The system could display 

flashcards on notes that could explain hard to pronounce words or even display it in a form of 

sign language [14].
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5.   Result

This article describes the features of augmented reality systems, including a detailed 

discussion of the trade-off between optical and video blending approaches. Registration and 

sensing errors are two of the biggest problems when it comes to building effective augmented 

reality systems. So this article sums up the current efforts to address these issues and to discuss 

the future direction and areas for further study. Moreover, by enhancing these characteristics of 

reality to provide a clearer foundation, it can be a beneficial to Augmented Reality developers. 

The significance of understanding augmented reality is still the foundation for ongoing doctoral 

research. This research is expected to improve the overall performance of both the lecturers and 

students by implementing the AR in the lecture classes.  

6.   Conclusion

Augmented reality is another step in the age of information. In the days of future, people 

can soon see the changes in the environment. Changes will be occurred, via smartphones, 

glasses, car windscreen, and even the windows to show enhanced content in front of people. 

This will be an amazing way of life for students and lecturers, since it will be more productive 

and safer. Perhaps in the future, people will see the environment of augmented reality more 

useful by displaying information based on man’s own interests. Nevertheless, students someday 

will experience AR as a part of their student’s life. Students and lecturers will no longer be able 

to recognize what is real and what is virtual, and the world of education will be the fusion of 

digital and physical appearance. Therefore, Augmented Reality will soon be an impact for 

students and lecturer’s daily lives through the multi-function devices such as tablets and 

smartphones. It is a common occurrence for the devices to cost cheaper every year. So 

Augmented Reality occupies most of the market in only a matter of time.
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Abstract

Big Data refers to large-scale information management and analysis technologies that exceed 

the capability of traditional data processing technologies. In order to analyse complex data and 

to identify patterns it is very important to securely store, manage, and share large amounts of 

complex data. In recent years an increasing of database size according to the various forms (text, 

images and videos), in huge volumes and with high velocity, the services issues that use internet 

and desires big data come to leading edge (data-intensive services), (HDFS) Apache’s Hadoop 

distributed file system is in progress as outstanding software component for cloud computing 

joint with integrated pieces such as MapReduce. GoogleMapReduce implemented an open 

source which is Hadoop, having a distributed file system, present to software programmers the 

perception of the map and reduce. The research shows the security approaches for Big Data 

Hadoop distributed file system and the best security solution, also this research will help business 

by big data visualization which will help in better data analysis. In today’s data-centric world, 

big-data processing and analytics have become critical to most enterprise and government 

applications. 

1.   Introduction

 The security of sharing, managing and storing huge amount of complicated data is 

extremely important in turn to recognize patterns and analyse complicated data [2]. Now a day 

the database capacity rising according to the different kind of forms such as (images, videos and 

text), due to the large volume and huge velocity, the services issues that use internet and desires 

big data come to leading edge (data-intensive services). For organizations like Amazon, 

Facebook and Google the internet has emerged as a large, distributed data repository, which is 

processing by traditional Database Management systems appears to be insufficient [1]. Big data 

mailto:leelavathiraj@segi.edu.my
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base, is a data that contain a very high amount of tuples (data rows), or employ a huge physical 

filesystem storage space. The majority definition of big data is a database that contains more 

than one terabyte or occupies number of billion rows, although over time, naturally this 

definition changes, now a day many of organizations have a huge database, it is the 

organization’s information obtained and treated through new techniques to get the  best value in 

perfect way.

Big data point to a huge amount of information management and analysis technologies that 

go over the proficiency of traditional data processing technologies. Big data have three different 

ways than traditional technologies: the number of data (volume), the speed of data transference 

and generations (velocity), and the types of structured and unstructured data (variety) [4]. Big 

Data technological advances in analysis, storage and processing contain (i) the cost of CPU 

power and storage in last year’s decreasing very fast; (ii) the cost effectiveness and flexibility 

for storage and elastic computation in cloud computing and datacenters; and (iii) the new 

frameworks development such as no SQL and Hadoop, which give advantage for users in these 

distributed computing systems saving huge quantities of data through adaptable parallel 

processing. Several changes have produced by these advances between Big Data analytics and 

traditional analytics [5].

(HDFS) Apache’s Hadoop distributed file system is in progress as outstanding software 

component for cloud computing joint with integrated pieces such as MapReduce. Google 

MapReduce implemented an open source which is Hadoop, having a distributed file system, 

present to software programmers the perception of the map and the reduce [2]. Hadoop (Highly 

Archived Distributed Object Oriented Programming) was produced in 2005 for assisting projects 

of distributed search engine by M. Cafarella and G. Cutting. It is a java framework which is an 

open source technology supports saving, access and getting huge resources in distributed form 

of Big Data at extreme degree of reducing and controlling faults, huge scalability and lower cost 

[3].

MapReduce is a software designed for generating and processing huge data sets [13].Google 

has introduced MapReduce in 2004, now a day it is the programming design most selected for 

generating huge data sets. Programmer explained both of Map function and Reduce function as 

maps a data set into different data set and a reduce function that gathers intermediate outcomes 

into a final results.

Data visualization is assume a critical part in utilizing Big Data to get a full view of 
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customers. In a lot of Big Data scenarios relationships are valuable aspect. Social network are 

maybe the most conspicuous example and are extremely hard to understand in text or other 

formats; although visualization can help make emerging network trends and patterns obvious 

[10]. When visualization takes the correct place in the Big Data technology, then we will be able 

to move forward with concept by using more technological tools to collect more information 

from charts and graphs, as a result the data that being seen and how it is getting processed will 

be changed to better way [11]

1.1    Problem Statement

Big Data having many problems leakage, some of the problems are in processing, security, 

management and storage problem, in Big Data every problem has its personal undertaking of 

surviving [6]. By taking a deep look in security problem, to manage a huge data set in inefficient 

tool and safe manner there are some challenges, unexpected leakage, volunteered and more 

threats of data are appears in private and public database, and the insufficiency of private and 

public policy making the database more easier for hackers. When data moves from homogeneous 

data to the Heterogeneous the security to face untrusted people is highly complicated, many 

applications and technologies for big data set is not often designed and developed with more 

policy and security certificates [3]. The remainder of this research is organized as follows. 

Section II present the importance of re-estimated tracking and recognition system during 

presentation of big data visualization, the difficulty ok Big Data analysis shows a definite 

challenge, methods and techniques for big data visualization need enhancements. Now a day 

open-sources projects and companies notice the upcoming of big data analysis via 

visualization[15], a quick decision in employment is needed for big data characteristics, as the 

information of data can lose of importance and become less up to date fast [14], data size have 

extended exponentially, and with the aid of 2020 the quantity of digital bits will be comparable 

to the variety of stars inside the global. As the amount of bits grow every two years, for the 

period from 2013 to 2020 universe data will increase from 4.4 to 44 zettabytes. The huge data 

expansion may leads to difficulty related to human ability in dealing with the data, gain 

knowledge and gather information from it [26]. This paper provides information and 

enhancement about re-estimated tracking and recognition system of big data visualization aims 

to keep away from mismatch of the actual view scene and machine generated items. 
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1.2    Significance of the Study

This study will help organizations in understanding the security approaches for Big Data 

Hadoop distributed file system, also this research will help business by big data visualization 

which will help in better data analysis. Now a day big data analytic and processing have become 

very important to many companies and government applications. Thus, a well and successfully 

big data security is needed for defending the storage and operating on huge scale. Currently, 

MapReduce is regularly used for operating such big data [7]. MapReduce implemented one of 

the best known apaches which is Hadoop and has been extended/used by scientists as the base 

of their own research work [8].

The second section of this research will help to understanding visualization through giving 

information and enhancement of tracking and recognition system for big data visualization, to 

re-estimate data during presentation of data and to help in identifying the best visual presenting 

way for re-estimated data which help decision makers derive more value from big data. The 

main goal of data visualization is to associate with information purely and proficiently through 

plots, information graphics and statistical graphics. Data operating ways embrace different 

disciplines including computer science, economics, applied mathematics and statistics. Those 

are the roots for data analysis techniques such as Data Mining, Neural Networks, Machine 

Learning, Signal Processing and Visualization Methods [24]. 

2.   Literature Review

At the time of writing, the term ‘Big Data’ is closely everywhere inside reports and articles 

created by information technology experts and researchers. The broad scale of data-reliant tools 

and the omnipresent nature of digital technologies have also made the term far reach everywhere 

within other disciplines including biology, management, medicine, information science, 

sociology and economics. In spite of this, there are some challenges for handling a huge data set 

in safe and secure way and ineffective applications, big data needs a highly and fast deployment 

of infrastructure which will help in operating and saving big data in the computing environment.

The Hadoop Distributed File System (HDFS) is a distributed file system developed to work 

on commodity hardware. HDFS similar to many other available distributed file systems. 

However, there are expressive changes from other distributed file systems. HDFS contain 

NameNode where metadata saved on a dedicated server and DataNodes are other servers saves 

the application data on it. TCP-based protocols are used to totally communicate and connect 
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between all servers with each other [16]. 

Figure 1. The HDFS architecture

2.1    HDFS architecture

An HDFS cluster contains a single node called NameNode, it works on regulates users 

access to data and controlling the file system namespace. On the other hand, DataNodes works 

on saving data as blocks inside files [27].

As Figure 1. Illustrates, each cluster having one name node. This development facilitates a 

clear model for controlling each namespace and arbitrating data distribution. NameNodes and 

DataNodes are tools components developed to work in a decoupled manner on commodity 

machines across heterogeneous operating systems [27].

2.2    Name Node

The HDFS namespace is a hierarchy of directories and files. Directories and files are 

showed on the NameNode by inodes, which store attributes as modification and access times, 

disk space quotas, namespace and permissions. The file content is divided into big blocks and 

each block is individually replicated at twice DataNodes, the NameNode working on fixing and 

arranging the mapping of file blocks to DataNodes and the namespace tree. In the process of 

writing data, the user asks the NameNode to submit a suite of three DataNodes to host the block 

replicas. The user then stores data to the DataNodes in a pipeline fashion. In the current design 

for each cluster it has a single NameNode. The cluster can contain tens of thousands of HDFS 

clients per cluster and thousands of DataNodes. HDFS keeps the entire namespace in RAM [9].

2.3    Data Nodes

Each block replica on a DataNode is represented by two files in the local host’s native file 
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system. The first file holding the data and the second file is block’s metadata including 

checksums for the block data and the block’s generation stamp. A DataNode identifies block 

replicas in its possession to the NameNode by sending a block report. The generation stamp, the 

block id and the length for each block replica the server hosts are inside of the block report. 

Every hour the NameNode get information from a subsequent block report about the view of 

where block replicas are located on the cluster [9].

A) HDFS Client

A code library that exports the HDFS file system interface, user applications access the file 

system using the HDFS client, [9].

B) CheckpointNode

C) BackupNode

2.4    HDFS Security Issues

In Hadoop Architecture the base layer is the HDFS which is highly sensitive to security 

issue as it contains different classifications of data. Additionally the threat of information access, 

when data inserted in one Hadoop environment it is being easily for unwanted disclosure and 

theft to take place. The replicated data is likewise not protected which wishes extra protection 

for defensive from vulnerabilities and breaches. Because of the low security level inside a 

Hadoop technology most of the organizations and governments fields’ never using Hadoop 

environment for saving important data. They getting security help in outside of Hadoop 

environment like intrusion detection system and firewalls. The HDFS is represented by some 

authors in the Hadoop environment is providing security to protect from vulnerabilities and theft 

only by using encryption techniques to encrypting the nodes and blocks and other encrypted 

block levels and file system but till now there is no best set of rules regarded to hold the safety 

in Hadoop environment. With the intention to raise the security some approaches are noted 

below [3].

2.5    Kerberos Mechanism

A network authentication protocol that grant the node to transfer files through a non- secured 

channel by a ticket which is a tool used to prove the special identification between the nodes is 

called Kerberos. It is a procedure that is used to improve the HDFS security. The Remote 

Procedure Call is used to attain a connection between the client and Name node. The Block 

Transfer is used to attain a connection from the client to the Data node. In this case the Kerberos 
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authenticates a RPC connection [17]. The client makes use of the Kerberos authenticated 

connection if he needs to acquire token means. Kerberos can be used to authenticate a name 

node by Ticket Granting Ticket or Service Ticket. After long running of jobs both Ticket 

Granting Ticket and Service Ticket can be renewed while Kerberos is renewed. New Ticket 

Granting Ticket and Service Ticket are as well supplied and provided to all task. After receiving 

a request from task and network traffic is evaded the Key Distribution Centre issues the Kerberos 

Service Ticket using Ticket Granting Ticket by using tokens. The ticket remains constant and 

only the time period is extended in the name node. One of the greatest advantages is that the 

token cannot be renewed by any attacker if stolen. To provide security for file access in HDFS, 

other methods can be used. To identify which data node hold the files of the block, the data node 

has to contact the name node as it only authorizes access to file permission and a Block Token 

is issued where the data node authenticates the token. This token allows the data note to identify 

the authorization status of the client to the data to be accessed. A Name token is issued by the 

data node to authorise it to enforce permissions for correct control access on its data blocks. Both 

tokens are sent back to the client with the data block locations and that they’re authorized person 

to access it. These methods increase security as they help prevent unauthorised access from 

clients [3].

2.6    Walled Garden

The approach that is mostly used now a days is called ‘Walled garden’ security model. It is 

quiet similar to the ‘moat’ model from mainframe security. This is a place where the cluster 

entirely on its own network, firewalls or API gateways tightly control logical access, access 

controls for user or application authentication usage. When put in use, virtually the model 

provides no security in the Hadoop cluster. Data and infrastructure security depend on the 

‘protective shell’ of a network or application that surround it. The simplicity of the model is its 

greatest advantage. It helps all types of firms to implement the model with the tools and skills 

that already exist without the performance or Hadoop cluster functional degradation. The 

disadvantage of this model is that once the firewall or application failure occurs the system itself 

is exposed to the public. Moreover, it doesn’t prevent authorized users from misusing the system 

or even modifying the data stored in the cluster. It is mostly cost effective and simple to 

businesses that do not worry about security [23].
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2.7    Data Visualization: 

In talking about the data visualization, then the meaning is the progress of data presented in 

pictorial layout or in a graphical design. The main advantage of data visualization is to help 

organization and managements who are responsible for taking decision to easily view data 

analytics presented in visual way for better understanding the complex ideas and identify the 

new patterns. After the visualization become more cooperating, then we need to updates and 

upgrade the visual concept by more technological application to collect more information from 

the charts and graphs, therefore it leads to better changes the data being viewed and how it 

processed [11].

3.   Data Visulasion Methods

3.1    Line Chart

A line chart shows the connection between each variable at the chart. Line charts are 

regularly used to make comparability between plenty of objects at one time. for example, there 

are 10 statistics points to plot or display, the greatest way to make those factors comprehensible 

is to simply show them in an order using a table [22].The truth that one has some statistics points 

to devise or show does now not mean that line graph is the satisfactory to pick out, however you 

ought to bear in mind the number of statistics points which you need to show which will inform 

the satisfactory visual method to pick out. Data points are in general being related by means of 

a straight line, and line chart is really an extension of Scatter plot. A few particular symbols and 

icons are being used to represent data points in a line chart [11].

3.2    Pie Chart

It is as familiar as a circle graph. A pie chart present data statistics and information in a way 

that isn't always hard to examine known as “pie-slice” form and the numerous sizes of slice 

indicates how tons of a detail is in existence. While the slice is huge, then it indicates of the 

information was gathered. Also it is used to compare values of information and the instant some 

values are represented on pie chart, then you may be capable of view which of the objects is the 

least famous or that is extra famous [12]. By imparting extra statistics, document purchasers do 

now not need to bet the meaning and cost of each slice. If you pick out to use a pie chart, the 

slices should be a percent of the entire [22].

3.3    Tree Map

A tree map is a visualizing technique that has the attribute of showing data in hierarchy in 
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a nested or layered rectangle form [24]. It is a very effective technique that is used to visualize 

structures of hierarchies. User are able to compare nodes and sub nodes at different depth and 

also they are able to identify expected results and patterns. A lot of data set have the hierarchy 

characteristics and the objects are thereby divided into different divisions, sub divisions, etc.

3.4    Activity detection 

Activity detection is the process of searching for the existing instances of an activity in time-

varying data sets. While there is a slight difference between activity detection and activity 

recognition, fundamentally, it is assumed that they both serve the same purpose: extracting the 

instances of a certain activity or a set of activities. The subtle difference between activity 

detection and activity recognition lies in the definition of activity. If there are multiple activities 

are defined in the data, then the action of gathering and naming the instances of any of these 

activities in the data is defined as activity recognition. If there is only a single activity to detect 

(or if the purpose is finding “any” activity in the data regardless of its label), then the action of 

gathering the instances of the activity is simply an activity detection process. Note that the terms 

“activity detection”, “activity recognition”, “action detection” and “action recognition” have 

also been used interchangeably [25].

3.5    Tracking Algorithm

A feature tracking method that solves the correspondence trouble based totally on main 

attributes of features, along with function, length, and mass. The important thing of the algorithm 

is the usage of a prediction scheme and the usage of a multi-pass look for persevering with paths. 

The method is extremely interactive; the scientist can guide the tracking method through 

changing standards and parameters, ensuing in distinct tracking answers. This tracking algorithm 

is based totally on an easy assumption: capabilities evolve constantly, i.e. their conduct is 

predictable. This means that after a path of an object is observed, it is able to make a prediction 

to the next frame and look for capabilities in that body that correspond to the prediction. A 

prediction may be made for the subsequent frame at the end of the direction, but also for the 

preceding body at the start of the direction. This indicates it could search forward and backward 

in time [21]. The track updating process typically begins with a procedure that is used to choose 

the best observation to track association. This procedure is known as data correlation and is 

conventionally comprised of two steps called gating and association [20].

GNN algorithm description:
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1) Receiving data for current scan.

2) Clusterisation – measurements to tracks allocation:

At the beginning all tracks are clusters. In two nested cycles for all tracks and for all 

measurements using gating criterion it is defined if some measurement falls in the gate of the 

given track. When two tracks have common measurement in their gates their clusters are merged 

in supercluster.

3) For each cluster:

3.1) Measurements to tracks association.

At this stage the elements of the cost matrix for the assignment of the measurements to 

tracks in the current cluster is defined by equation. Solve assignment problem using Munkres 

algorithm.

3.2) Track Filtering.

Taking from the Munkres solution the associated measurement for each track state update 

is performed using extended Kalman filter in the frame of Interacting Multiple Model (IMM) 

approach.

4) Track Initiation.

Measurements, which are not associated with existing tracks, generate new tracks [20].

4.    Conclusion

In this paper it present the big data details, approaches and visualization used in world wide. 

The problem are also noted to give example about the big data problems in mean time. The 

security problems is pointed more in order to raise the protection in big data. The protection can 

be improved by identifying the best security approach or by combining the right approaches 

together in Hadoop Distributed File System which is the main layer in Hadoop. There are quite 

a few demanding situations for big data processing and analysis. As all of the data is presently 

visualized via machines, it leads to problems in the extraction of information, this paper also 

obtained relevant Big Data Visualization re-estimated tracking and recognition methods, the 

paper give attention to visualization techniques for you to get most advantages provide by 

visualization. Another critical factor is to truly specify what information kind desires to represent 

which visualization method, that interpret most understandings, keeping in mind the significance 

of visualization.
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Abstract

 The AES algorithm is a symmetric block cipher that can encrypt, (encipher), and decrypt, 

(decipher), information. Encryption converts data to an unintelligible form called cipher-text. 

Decryption of the cipher-text converts the data back into its original form, which is called 

plaintext. The AES algorithm is capable of using cryptographic keys of 128, 192, and 256 bits 

to encrypt and decrypt data in blocks of 128 bits. The National Institute of Standards and 

Technology, (NIST), solicited proposals for the Advanced Encryption Standard, (AES). The 

AES is a Federal Information Processing Standard, (FIPS), which is a cryptographic algorithm 

that is used to protect electronic data. Advanced Encryption Standard (AES), specifying an 

Advanced Encryption Algorithm to replace the Data Encryption standard (DES) the Expired in 

1998. NIST has solicited candidate algorithms for inclusion in AES, resulting in fifteen official 

candidate algorithms of which Rijndael was chosen as the Advanced Encryption Standard. Some 

of these implementations are optimized for speed, some for area, some for configurability, and 

some for low-power applications. This is carried out in the Cadence Tool with NC simvision 

software.

Keywords: Advanced Encryption Standard (AES), Reversible logic, Exclusive-OR (XOR) 

operation, Data Encryption standard (DES).

1.   Introduction: 

To protect the data transmission over insecure channels two types of cryptographic systems 

are used: Symmetric and Asymmetric cryptosystems. Symmetric cryptosystems such as Data 

Encryption Standard (DES) [1], 3 DES, and Advanced Encryption Standard (AES) [4], uses an 

identical key for the sender and receiver; both to encrypt the message text and decrypt the cipher 

file:///C:/Users/Dr%20Rajamohan/Desktop/SEGi%20JETA/@segi.edu.my%20%20%09%09TEL:0183822197
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text. Asymmetric cryptosystems such as Rivest-Shamir Adleman (RSA) & Elliptic Curve 

Cryptosystem (ECC) uses different keys for encryption and decryption. Symmetric 

cryptosystem is more suitable to encrypt large amount of data with high speed. To replace the 

old Data Encryption Standard, in Sept 12 of 1997, the National Institute of Standard Technology 

(NIST) required proposals to what was called Advanced Encryption Standard (AES). 

Many algorithms were presented originally with researches from 12 different nations. 

Fifteen algorithms were selected to the Round one. Next five were chosen to the Round two. 

Five algorithms finalized by NIST are MARS, RC6, RIJNDAEL [2], SERPENT and TWOFISH 

[3]. On October 2nd 2000, NIST [4] has announced the Rijndael algorithm is the best in security, 

performance, efficiency, implement ability, & flexibility. The Rijndael algorithm was developed 

by Joan Daemen of Proton World International and Vincent Rijmen of Katholieke University at 

Leuven. AES encryption is an efficient scheme for both hardware and software implementation. 

As compare to software implementation, hardware implementation provides greater physical 

security and higher speed. Hardware implementation is useful in wireless security like military 

communication and mobile telephony where there is a greater emphasis on the speed of 

communication. Most of the work has been presented on hardware implementation of AES using 

FPGA [5]-[8]. This paper presents efficient hardware architecture design & implementation of 

AES using software tool and describes performance testing of Rijndael algorithm.

1.1    AES Algorithm

An encryption algorithm converts a plain text message into cipher text message which can 

be recovered only by authorized receiver using a decryption technique. The AES-Rijndael 

algorithm [4] is an iterative private key symmetric block cipher. The input and output for the 

AES algorithm each consist of sequences of 128 bits (block length). Hence Nb = Block length/32 

= 4.The Cipher Key for the AES algorithm is a sequence of 128,. In this implementation we set 

the key length to 128. Hence Nk = Key length/32 = 4. 2.1 

1.2    Encryption Process: 

The Encryption and decryption process consists of a number of different transformations 

applied consecutively over the data block bits, in a fixed number of iterations, called rounds. 

The number of rounds depends on the length of the key used for the encryption process. For key 

length of 128 bits, the number of iteration required are 10. (Nr = 10). As shown in Fig. 1, each 
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of the first Nr-1 rounds consists of 4 transformations: SubBytes(), ShiftRows(), MixColumns() 

& AddRoundKey().[3]-[8]

Figure: 1 – AES Algorithm Encryption

Table: 1 – AES Algorithm Encryption Generic Rounds

AES is taken by most them as research paper to find out the correct architecture to 

implement on the hardware. Speed and resource requirement are the mainly considered to select 

the architecture for the application. In this area and speed considered but other important 

parameter is delay. There are number of operation methods were there for FIPS-197. One of the 

methods is ECB. Additional flexibility to attack can be obtained by using one of the modes. Next 

Output Feed Back (OFB) mode appropriately such mode, also restricts the efficiency of 

pipelining. FPGA [6] role is improving from prototyping level to main stream production level. 

This drastic change is due to the high pressure to decrease design cost, less time to market and 

risk. Due to growth in technology, results in various version of FPGA by the leading 

manufacturer. In some of the application made the user to move from FPGA to ASIC 

(application specific integrated circuits), it gives low cost for user[3].
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1.3    Inputs, outputs and the state 

The plaintext input and cipher text output for the AES algorithms are blocks of 128 bits. 

The cipher key input is a sequence of 128, 192 or 256 bits. In other words the length of the cipher 

key, Nk, is 4, 6 or 8 words which represent the number of columns in the cipher key. The AES 

algorithm is categorized into three versions based on the cipher key length. The number of 

rounds of encryption for each AES version depends on the cipher key size. 

In the AES algorithm, the number of rounds is represented by Nr, where Nr = 10 when Nk = 4, 

Nr = 12 when Nk = 6, and Nr = 14 when Nk = 8. The following table.

Table: 2 – AES Algorithm Blocks Inputs, Outputs and State

Block Size in Words 

Nb

Key Length in Word 

Nk

Number of Rounds 

Nr

AES 128 Bits Key 4 4 10

AES 192 Bits Key 4 6 12

AES 256 Bits Key 4 8 14

The table gives the description about the different key sizes AES algorithm. As the key 

size increases the security for the data increases.

The AES algorithm is capable of using cryptographic keys of 128, 192, and 256 bits to 

encrypt and decrypt data in blocks of 128 bits. Reversible logic circuits have attracted the 

attention of researchers in recent years for mainly two reasons. Firstly, Landauer showed that 

during logic computation, every bit of information loss generates KTln2 joules of heat energy, 

where K is the Boltzmann’s constant and T is the absolute temperature of environment. And, 

according to Bennet, for theoretically zero energy dissipation, computations have to be 

reversible in nature. Secondly, quantum computations which are the basis of quantum computers 

are reversible in nature[7].
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The input and output for the AES algorithm consists of sequences of 128 bits. These 

sequences are referred to as blocks and the numbers of bits they contain are referred to as their 

length. The Cipher Key for the AES algorithm is a sequence of 128,192 or 256 bits. Other input, 

output and Cipher Key lengths are not permitted by this standard. The bits within such sequences 

are numbered starting at zero and ending at one less than the sequence length, which is also 

termed the block length or key length. The number “i” attached to a bit is known as its index and 

will be in one of the ranges 0 <= i < 128,  0 < i < 192 or 0 < = i < 256 key length specified.[5]

2. Encryption Process

AES is an iterative rather than Feistel cipher. It is based on ‘substitution–permutation 

network’. It comprises of a series of linked operations, some of which involve replacing inputs 

by specific outputs (substitutions) and others involve shuffling bits around (permutations).

Interestingly, AES performs all its computations on bytes rather than bits. Hence, AES 

treats the 128 bits of a plaintext block as 16 bytes. These 16 bytes are arranged in four columns 

and four rows for processing as a matrix.

Unlike DES, the number of rounds in AES is variable and depends on the length of the key. 

AES uses 10 rounds for 128-bit keys, 12 rounds for 192-bit keys and 14 rounds for 256-bit 

keys. Each of these rounds uses a different 128-bit round key, which is calculated from the 

original AES key. The schematic of AES Cipher structure is given in the following illustration 

as shown in Figure: 2 and Figure: 3.

Figure: 2 – The Schematic AES Cipher Structure
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Figure: 3 – The AES Schematic AES Cipher Text Round Keys

2.1    Add Round Key

In the Addition of Round Key transformation Add Round  Key, a Round Key is added to 

the State by a simple bitwise XOR operation each of the 16 bytes of the state is XORed against 

each of the 16 bytes of a portion of the expanded key for the current round. The Expanded Key 

bytes are never reused. So once the first 16 bytes are XORed against the first 16 bytes of the 

expanded key then the expanded key bytes 1-16 are never used again. The next time the Add 

Round Key function is called bytes. example: 11010100 XOR 11111111 = 00101011 (Hex 2B).

2.2    Substitute Bytes

The bytes substitution transformation Byte sub (state) is a non-linear substitution of bytes 

that operates independently on each byte of the State using a substitution table (Sbox).[4-8]

2.3    Shift Rows

This block functions Circular byte shift in each

1. 1st row is unchanged

2. 2nd row does 1 byte circular shift to left

3. 3rd row does 2 byte circular shift to left

4. 4th row does 3 byte circular shift to left.

2.4    Mix column

This is perhaps the hardest step to both understand and explain. There are two parts to this 

step. The first will explain which parts of the state are multiplied against which parts of the 
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matrix. The second will explain how this multiplication is implemented over what’s called a 

Galois Field.

2.5     Matrix Multiplication

The state is arranged into a 4 row table. The multiplication is performed one column at a 

time (4 bytes). Each value in the column is eventually multiplied against every value of the 

matrix (16 total multiplications). The results of these multiplications are XORed together to 

produce only 4 result bytes for the next state. Therefore 4 bytes input, 16 multiplications 12 

XORs and 4 bytes output. The multiplication is performed one matrix row at a time against each 

value of a state column.

3.   Encryption Intermediate Results

3.1    Substitute Bytes simulation

The waveforms generated by the 128-bit byte substitution transformation. The inputs are 

clock of 10ns time period, Active High reset, and128-bit state as a standard logic vector, whose 

output is128-bit S-box lookup table substitution operation is complete 1 clock cycles as shown 

in Figure: 4

Figure: 4 – Substitute Bytes Simulation Waveform Transformation

3.2    Shift Rows simulation

The waveforms generated by the 128-bit shift row transformation. The inputs are clock of 

10ns time period Active High reset, and 128-bit state as a standard logic vector. This operation 

is complete 1 clock cycles as shown in Figure: 5.
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Figure: 5 – Shift Rows Simulation Waveform Transformation

3.3    Add Round Key simulation

The waveforms generated by the 128-bit Add Round Key operation. The inputs are clock 

of 10ns time period, 128-bit key and 128-bit state as a standard logic vector, whose output is the 

128-bit which is EXOR operation of 128-bit state and 128-bit key. This operation is complete 

10 clock cycles as shown in Figure: 6. 

Figure: 6 – Add Round Key Simulation Waveform Transformation

3.4    Mix Columns

The waveforms generated by the 128-bit Mix Columns transformation. The inputs are clock 

of 10ns time period, Active High reset, and 128-bit state. This operation is complete 1 clock 

cycles as shown in Figure: 7.
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Figure: 7 – Mix Columns Simulation Waveform Transformation

4.    Conclusion

The Rijndael algorithm was chosen as the new Advanced Encryption Standard (AES) for 

several reasons. The purpose was to create an algorithm that was resistant against known attacks, 

simple, and quick to code. In addition, the block size and key size can vary making the algorithm 

versatile. AES was originally designed for non-classified U.S. government information, but, due 

to its success, AES-256 is usable for top secret government information. As a result it can be 

stated that AES is not appropriate for being used in the strategic applications that have been 

classified. 
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Abstract: In the construction industry plant and equipment one of the important and main 

sources is to increase productivity of the project. To keep available the plant and equipment need 

all of technical, administrative, managerial action during the whole life cycle of the project. The 

study investigates about issue of plant and equipment maintenance management in Malaysian 

Construction Companies. The aim of this research paper is to improve the efficiency of plant 

and equipment maintenance management in Selangor construction industry by using 

Computerize Maintenance Management System (CMMS). The initial stage of the study involved 

comprehensive literature reviews to gather the data about importance of maintenance, previous 

implemented maintenance system and types of maintenance system as well as information about 

Computerize Maintenance Management System (CMMS). Quantitative research approach was 

adopted through questionnaire surveys. The analysis method is mainly derived from descriptive 

analysis. Thus, this paper explored the potential application to reduce total downtime and failure 

of plant and equipment by improving the effectiveness of maintenance management system. 

This system is computer based program simplifies and decease the duration of finding fault 

compare to the presently used paper-based reporting.

Keywords: Computerized maintenance Management System (CMMS), plant and equipment

1.   Introduction

“A proper analysis of maintenance records in a company can provide, as an outcome, the 

information to serve as an input in the process of maintenance policy optimization” ( Ma´rquez 

file:///C:/Users/Dr%20Chia/AppData/Local/temp/7zOCD0C4787/@segi.edu.my%20%20%20TEL:603%206145%203125
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& Herguedas 2004 ). However, a more easier than that, data analysis methods can offer clear 

understanding about failures performance and maintenance managers can straight away benefits 

from that information to carry out their day-to-day actions. 

Thus modern construction project managers must, strongly follow the most efficient 

maintenance system of the equipment work to company productivity and therefore company 

continued existence are to be guaranteed. 

Nevertheless, the construction company’s plant and equipment can be classified into two clear 

groups as following:

 Firstly- are equipment, which remain largely within the limitations of the 

construction site.

 Secondly- are machines, which transport materials to the site and from the site.

The range of plant to be found in the industry is wide and varied, as can be seen from the 

following list of items: pile-driving machinery, demolition plant, tower crane, concrete ready 

mixer, excavator, pump, scaffold, lifting, dumper, bull-dozer, and compressor and power-hand 

tools. These plant and equipment in construction industry a Builder would use in the course of 

normal construction work.

Any of this category a plant and equipment item includes plant managers require to record 

and manage plant data. If a plant managers or any responsible personal short of such data, the 

supply of plant performance might be not easy if not impossible to find out. This research paper 

conducted to provide ideas about how the effective maintenance management can provide 

important information to improve current maintenance process in a company. 

2.   Research method

The study was conducted in Selangor on way to improve maintenance management. 

Qualitative and quantitative methods were used to conduct the research. All data obtained were 

analyzed using SPSS software. Data was examined by using descriptive analysis. 

3. Data analysis and findings

Realibility scale

Table 1 represents the Cronbach’s alpha (α) value for each measure. It should be noted that 

all the negative worded items in the questionnaire were first be reversed coded before the items 
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were submitted for reliability test. The item with the lowest corrected item-to-total correlation 

was removed until the. 7 level was met. All measures have Cronbach’s alpha of greater than 0.7, 

thus, these measures satisfy the internal reliability criterion. The 10 multi-variable factors used 

in this study have gone through several successive reliability testing treatments. The statistical 

information for seventeen variables shows that Cronbach’s alpha score are at least 0.710 (Failure 

causes) which means the entire construct are deemed to have adequate reliability.

Table 1. Causes of failure

Variable N. of Items Cronbach's Alpha
Causes of poor or lack of 
the plant and equipment

6 .872

Plant and equipment fail 
to fulfill its functions

2 .820

Functional failure 4 .720
Failure causes 4 .710
Consequences of each 
failure

4 .730

Prevent or predict failure 4 .721
Type of action 3 .792
Period of maintenance 4 .731
Preventive actions 5 .877
Failure effects to the 
project

4 .722

Descriptive statistic analysis.

Descriptive statistics are used to explore the data collected, and summarised and describe 

those data. Pallant (2007) stated that descriptive statistic is aimed at depicting the different 

attributes of data, verifying any violation of the principal assumptions for the statistical methods 

to be used in the study, and addressing particular research questions. In this study, the descriptive 

statistics are undertaken using central tendency and variation statistics such as means, and 

ranges. 

3.1    The poor or lack plant and equipment management in Selangor, Malaysia

This section discusses about the data analysis and findings of causes of poor or lack plant 

and equipment management in Selangor, Malaysia. This section provides ten objective, poor or 



74

lack of the plant and equipment, plant and equipment fail to fulfill its functions, functional 

failure, failure causes, and consequences of each failure, prevent or predict failure, Type of 

action, Period of maintenance, preventive actions, and Failure effects to the project.

Table 2. Causes of por or lack if plant and equipment management

Item SD D N A SA M Median Mode
Poor or 
inappropriate 
operation

2,5 5.0 73.5 45.0 10.0 3.55 4.00 4.00

Lack of training 2.5 7.5 27.5 47.5 15.0 3.65 4.00 4.00
Lack of experience 5.0 2.5 17.5 52.5 22.5 3.85 3.00 3.00
Impact of data 
collection

2.5 20.0 47.5 25.0 5.0 3.10 3.00 3.00

Oil samples for 
analysis

2.5 22.5 45.0 25.0 5.0 3.08 3.50 3.00

Maintenance 
selection

10.0 40.0 42.5 5.0 2.5 3.95 4.00 4.00

Frequency distribution and measurements in the form of means for the 6 variables are 

reflected in Table 2. It can be observed that the mean scores for Maintenance selection (3.9), 

Lack of experience (3.85), Lack of training (3.65), Poor or inappropriate operation (3.55) are 

very high. Meanwhile, the Impact of data collection (3.10) and Oil samples for analysis (3.08) 

are moderate.

Table 3. Plant and equipment to fulfill its function

Item SD D N A SA M Median Mode
Functional failure 
by Operators

5.0 7.5 15.0 45.0 27.5 3.82 4.00 4.00

Potential failure 
by Maintenance 
personnel

5.0 27.5 15.0 47.5 5.0 3.20 4.00 4.00

The means for the two variables are presented in Table 3. It can be observed that the mean 

scores of plant and equipment fail to fulfill its functions variables which include Functional 

failure by Operators and Potential failure by Maintenance personnel have indicated a high level 

and moderate with mean score (3.82 and 3.21). 
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Table 4. Functional failure

Item SD D N A SA M Median Mode
Some equipment 
parts

2.5 2.5 25.0 55.0 15.0 3.77 4.00 4.00

Some human 
activities

2.5 2.5 30.0 47.5 17.5 3.75 4.00 4.00

Improper 
operation

2.5 7.7 20 45.0 25.0 3.82 4.00 4.00

Improper 
maintenance 

2.5 15.0 27.5 40.0 15.0 3.50 4.00 4.00

The results in Table 4 show that the means are high for improper operation (3.82), some 

equipment parts (3.77), some human activities (3.75), and Improper maintenance (3.50). 

Table 5. Failure causes

Item SD D N A SA M Median Mode
Effect to 
Downtime of plant 
and equipment 

0 10.0 25.0 42.5 22.0 3.77 4.00 4.00

Failure to perform 
their normal 
Duties

0 7.5 32.5 42.5 17.5 3.70 4.00 4.00

Effects to Project 
cost

0 5.0 17.5 50.0 27.5 4.00 4.00 4.00

Effects to Project 
duration

2.5 2.5 35.0 35.0 25.0 3.76 4.00 3.00

The results in Table 5 show that the means are high for Effects to Project cost (4.00), Effect 

to Downtime of plant and equipment (3.77), Effects to Project duration (3.76), and Failure to 

perform their normal Duties (3.70). 
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Table 6. Consequences of failure

Item SD D N A SA M Median Mode
Goals for 
profitability

2.5 12.5 47.5 22.5 15.0 3.35 4.00 3.00

Safety performance 0 7.5 60.0 25.0 7.5 3.32 4.00 3.00
Environmental 
performance

0 5.0 37.5 50.0 7..5 3.60 4.00 4.00

Operational 
performance

0 0 27.5 50.0 22.5 3.95 4.00 4.00

The means for the four variables are presented in Table 6. It can be observed that the mean 

scores of consequences of each failure variables which include Operational performance and 

Environmental performance have indicated a high level with mean score (3.95 and 3.60). Also, 

the safety performance and goals for profitability (3.35 and 3.32).

Table 7. To prevent or predict failure

Item SD D N A SA M Median Mode
Scheduled 
inspection to 
find any 
potential failure 
(by maintenance 
personals)

0 5.0 27.5 50.0 17.5 3.80 4.00 4.00

Scheduled 
rework some 
specified age 
limit

0 7.5 35.0 42.5 15.0 3.65 4.00 4.00

Scheduled 
discard work to 
some specific life 
limit

0 7.5 50.0 32.5 10.0 3.45 4.00 3.00

Scheduled 
inspection to 
find any 
functional 
failure (by 
operators)

0 0 17.5 57.5 25.0 4.07 4.00 4.00
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The results in Table 7 showed that the means are high for scheduled inspection to find any 

functional failure (by operators) (4.00), scheduled inspection to find any potential failure (by 

maintenance personals) (3.80), and scheduled rework some specified age limit (3.65). In 

contrast, the means are moderate for while scheduled discard work to some specific life limit 

(3.45).

Table 8. Type of action

Item SD D N A SA M Median Mode
Redesigned to that 
an acceptable level 
of rick

5.0 10.0 35.0 42.0 7.5 3.37 4.00 4.00

Failure approach 
which consequence 
reduction tasks 
make less impact to 
failure

2.5 7.5 50.0 37.5 2.5 3.30 4.00 3.00

Change plant and 
equipments to new 

5.0 12.5 40.0 37.5 5.0 3.25 4.00 4.00

 Frequency distribution and measurements in the form of means and standards deviations 

for the three types of action variables are reflected in Table 8. It can be observed that the mean 

scores for redesigned to that an acceptable level of rick (3.37), failure approach which 

consequence reduction tasks make less impact to failure (3.30), and change plant and 

equipment’s to new (3.25) are moderate. 
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Table 9. Period of maintenance

Item SD D N A SA M Median Mode
Few days 5.0 12.5 22.5 45.0 15.0 4.62 4.00 4.00
One week or less 2.5 12.5 12.5 67.5 5.0 3.60 4.00 4.00
Few weeks 5.0 17.5 35.0 35.0 7.5 3.22 4.00 4.00
One month or 
less

12.5 25.0 40.0 20.0 2.5 2.75 4.00 4.00

The means for the four periods of maintenance variables are presented in Table 9. It can be 

observed that the mean scores of period of maintenance which include few days and One week 

or less have indicated a high level with mean score (4.62 and 3.60). Also, few weeks and One 

month or less (3.22 and 2.75) are moderate.

Table 10. Preventive action

Item SD D N A SA M Median Mode
Everyday checklist 5.0 17.5 25.0 45.0 7.5 3.32 4.00 4.00
Functional 
inspection by 
operator

0 5.0 15.0 55.0 25.0 4.00 4.00 4.00

Potential 
inspection by 
maintenance 
department 

2.5 5.0 22.5 55.0 15.0 3.75 4.00 4.00

Test 0 2.5 35.0 47.5 15.0 3.75 4.00 4.00
Data analysis 5.0 0 40.0 42.5 12.5 3.57 4.00 4.00

The results in Table 10 show that the means are high for functional inspection by operator 

(4.00), potential inspection by maintenance department (3.75), test (3.75), and data analysis 

(3.57). In contrast, the means are moderate for while everyday checklist (3.32).

Table 11. Failure effects to project

Item SD D N A SA M Median Mode
Increase project 
cost

0 0 17.5 50.0 32.5 4.15 4.00 4.00

Delay project 
completion

0 2.5 32.5 37.5 27.5 3.90 4.00 4.00
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Loss company 
good performance

0 10.0 47.5 30.0 12.5 3.45 4.00 3.00

No effects 30.0 25.0 35.0 5.0 5.0% 2.30 4.00 3.00

The means   for the four failure effects to the project variables are presented in Table 11. It 

can be observed that the mean scores of Failure effects to the project which include Increase 

project cost  and Delay project completion have indicated a high level with mean score (4.15 

and 3.90). Loss of company good performance and No effects (3.45 and 2.30) are moderate.

3.2    Improving the efficiency of plant and equipment maintenance management system 

(CMMS) in construction industry in Selangor, Malaysia

This section aimed to identify the improvement of efficiency of plant and equipment 

maintenance management system CMMS in construction industry of Selangor, Malaysia. Table 

12 showed the result on how to improve the efficiency of plant and equipment management.
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Table 12. To improve the efficiency of plant and equipment maintenance management system 

CMMS in construction industry in Selangor.

Items Answer Percentage

Yes 90Willingness to improve the 
efficiency of plant and equipment 
maintenance

No 10

Yes 40Awareness in Computerized 
Maintenance Management System 
(CMMS

No 60

Yes 27.5Implementation of CMMS in 
Malaysia No 20.0

Yes 57.5The need of maintenance 
management system for plant and 
equipment

No 42.5

Breakdown 47.5
Failure to Data analysis 30.0
Failure tracking system 12.5
Safety plans Failure 2.5
Failure in Preventive 
maintenance

5.0

Failure in Corrective 
maintenance

2.5

Company acquires maintenance 
management system for plant and 
equipment

Failure in Recording 0.0
Manpower 35.0
To reduce cost of 
maintenance

50.0

Are you willing to improve 
Maintenance Management 
System?

To reduce maintenance 
duration

15.0

Yes 53.5Adaptation of simple and effective 
maintenance management system No 47.5

Yes 70.0Company improvement  the 
reliability of plant and equipment 
and to reduce maintenance

No 30.0

Yes 65.0CMMS to increase plant and 
equipment performance No 35.0

Yes 70.0CMMS to increase project 
performance No 30.0
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4.   Conclusion and recommendation

Conclusion

The findings of the diverse components of this study were synthesized with respect to the 

research objectives. Consequently, the summary of the findings reflected that the research 

objectives were achieved. 

Recomendation

 It is recommended to find strategy for improving the existing plant instead of 

getting future plants right, and makes junior staff responsible for assessing failure 

criticalities.

 It is recommended to find strategy for seeks how to avoid the requirement of a 

maintenance system based truly on reliability for accurate and complete data 

analyzed in a modern maintenance management information system (MMIS). 

 It is recommended to how decrease project cost, poor quality and extended project 

time, that’s included: 

 Emergency measures – risk of health, more downtime, 

 Risk of safety operating plant and equipment,

 Reduced productivity,

 Delay of program- possible losses of project, probably losses of future projects

 It is recommended computer program (CMMS) for Construction Management and 

Engineering students to learn  as one of subject

 CMMS recommended to government parties (CIDB, JKR and etc.) to train 

construction maintenance management personals. 
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